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1.0 Introduction

Cerner Corporation, Intel Corporation, and Midokura have teamed up to deliver a
complete Red Hat Enterprise OpenStack Platform*-based virtual security solution
that provides visibility and control against malicious activities within the software-
defined data center of Cerner Corporation, securing east-west traffic.

Cerner Corporation is providing its services with private clouds. One of the results
of the strict security policy in Cerner is the use of physical devices with intrusion
prevention systems (IPS) and intrusion detection systems (IDS), located at the
edge of the data centers. Currently, any traffic at Cerner’s private cloud must be
redirected to remote, physical IPS/IDS devices for packet inspection.

Even if two interconnected virtual machines (VMs) are located on the same physical
host, the traffic from the source VM is redirected via the Midokura Enterprise
MidoNet* virtual switch to the router and the gateway at the edge of the cloud,

to reach IPS/IDS devices. Then it is sent back through the gateway to the cloud,

and through the router and vSwitch to the target VM. Such behavior is known as a
trombone effect and has a significant, negative impact on the overall latency.

The proposed solution eliminates the trombone effect and minimizes latency
because traffic is inspected locally within the cloud through the use of virtual
security functions. In this solution, we do not replace the physical IPS/IDS
appliances. These are still used to inspect the north-south and east-west traffic
coming from outside the cloud. To support inspection of the east-west traffic
within the same cloud, we installed virtual IPS (vIPS) functions at each compute
node of the cloud.

This Solution Implementation installation document presents the installation and
configuration of the software components of this virtualized security solution.

The setup is based on the Red Hat Enterprise Linux* 7.1 operating system and the
Red Hat OpenStack Platform 7 for the orchestration of the cloud infrastructure,
enabling better scalability and automated deployment of virtual functions. The
level of security and performance of the cloud solution is at least as good as that of
physical IPS appliances.

The primary audiences for this document are architects and engineers who are
interested in implementing security protection mechanisms in an SDN/NFV
environment; however, the presented solution is by no means a large-scale,
general-purpose solution that can be applied to any NFV use case. Readers should
use this document as a demonstration of how effective protection against internal-
to-internal attacks is possible in SDN/NFV. They can follow the steps documented
herein to build their own proof-of-concept topology and scale it.

Itis important to note that the details contained herein are just an example of one
way of applying security functions for a customer. Intel does not aim to promote
or recommend any specific hardware, software, or supplier mentioned in this
document. In addition, Intel does not aim to tie customers to any specific software
and hardware stack.

For an overview of this security solution, including the hardware and software
components used, please refer to the Security Solution Implementation Summary.


https://networkbuilders.intel.com/network-technologies/solution-blueprints
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2.0 Solution Configuration

This section provides the data definitions specific to the setup
and configuration that appear as examples in this installation
guide. This section lists all relevant configuration items, such
as network Internet Protocol (IP addresses), IP ranges, ports,
and interfaces, in the form of a data dictionary and is intended
to help you plan in advance the configuration of your setup.

Disclaimer: Please note that not all the data specific to the
setup were listed in this section. Some type of data, including
various kinds of IDs, labels, and so on might have been
generated automatically or are not editable; however, such
data will be present in the installation steps of this guide. For
these kinds of commands and outputs, you will experience
different values, specific to the setup.

Table 1. Basic host and connectivity information.

For the setup presented in this installation guide, each node is
connected to three different networks:

« External network (herein also called a Public network) is
used as an external gateway. This network is needed for the
uplink in Midokura Enterprise MidoNet.

« Management Network is the network where OpenStack
is installed; however, in this document, for the sake of
simplification and easier connectivity to the OpenStack
Dashboard*, we use the same external network as the
management network. This means that in this setup two
network interfaces are connected to the same external
network per server.

« Data network where the virtual extensible local area network
(VXLAN) tunnels are allocated.

- CONTROLLER/COMPUTE1 COMPUTE2 COMPUTE3 ANALYTIC SERVER

Host hostO host1 host2

Host name | MultinodeController.ch.intel.com | CernerMidonet | MultinodeComputel.ch.intel.com | AnalyticServer
Gateway 10.250.1011

DNS1 10.248.2.1

DNS2 10.2.71.6

DNS3 10.19.1.4

Table 2. Physical network interface addresses.

- EXTERNAL NETWORK MANAGEMENT NETWORK DATA NETWORK

Subnet ID 10.250.101.0

10.250.101.0

172.16.10.0

Subnet mask | 255.255.255.0

255.255.255.0

255.255.255.0

Table 3. Physical network interface devices.

NETWORK CONTROLLER/COMPUTE1 | COMPUTE2 COMPUTE3 MIDONET ANALYTIC SERVER

External enp4s0f3 enp4s0f0 ens20f0 ens20f0
Management | enp4s0f0 enp4s0f3 ens20f1 ens20f1
Data ens787f0 ens787f0 enp133s0f0 enp133s0f0

Table 4. Physical network interface addresses.

NETWORK CONTROLLER/COMPUTE1 | COMPUTE2 COMPUTE3 MIDONET ANALYTIC SERVER

External 10.250.101.11 10.250.101.13 10.250.101.15 10.250.101.16
Management | 10.250.101.10 10.250.101.12 10.250.101.14 10.250.101.17
Data 172.16.10.10 172.16.10.12 172.16.10.14 172.16.10.16

Table 5. Floating IP address pool ranges for External Network.

Start with IP address 10.250.101.133

End with IP address 10.250.101.149
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Figure 1 explains the physical network connections
and OpenStack deployment.
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Figure 1. Network connectivity for the target setup.

3.0 Installation Guide

This chapter contains instructions for installation and
configuration of the software stack.

3.1 Prerequisites to Installation of Red Hat Enterprise
Linux 7.1

Note that the instructions for installing Red Hat Enterprise
Linux 7.1 are not within the scope of this document; however,
this section contains some information that a user needs to
follow during OS installation or configuration.

To help ensure a successful installation process, make sure
that the following steps occur:

« Create a RAID 0 virtual disk from all the physical disks.
« Create custom partitioning as presented in Table 6:

Table 6. Partitioning schema.

Biosboot 2 MB

/boot 5GB

[/swap Double the size of physical memory
/ (root partition) Remaining space

Network
Management
Network

Perform the following steps to install the operating system
and configure the network interfaces on all the machines in
the setup.

1. Install Red Hat Enterprise Linux 7.1 and set the following:

« Hostname: /etc/hostname
« Hosts: /etc/host

2. Disable and stop the firewall.

# systemctl disable firewalld
# systemctl stop firewalld

3. Configure all of the network interfaces using files in the
/etc/sysconfig/network-scripts/ directory. In this
setup, all of the nodes have three network interfaces. The
following example is presented for the ens20£0 interface
of the controller. In this case, the configuration file name is
ifcfg-ens20£0.



Installation Guide | Security Solution Implementation Installation Guide

Note: The example below shows the configuration specific to
the setup presented in this installation guide. IP addresses,
device names, and universally unique identifier (UUID) should
be respectively changed for a different setup.

TYPE=Ethernet
BOOTPROTO=static
IPADDR=10.250.101.10
NETMASK=255.255.255.0
GATEWAY=10.250.101.1
DNS1=10.248.2.1
DNS2=10.2.71.6
DNS3=10.19.1.4
DEFROUTE=yes
PEERDNS=yes
PEERROUTES=yes

IPV4 FAILURE FATAL=yes
IPV6INIT=no
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_PEERDNS=yes
IPV6_PEERROUTES=yes
IPV6 FAILURE FATAL=no
NAME=ens20£f0
UUID=633b582e-7696-4e43-adld-ac53bf074250
DEVICE=ens20f0
ONBOOT=yes
NM_CONTROLLED=no

4. Disable and stop the NetworkManager service, enable/
start the network service, and bring up all the configured
network interfaces with the following commands. Note
that in the listing below only the interface ens20£0 is
brought up.

yum install net-tools

systemctl disable NetworkManager
systemctl stop NetworkManager
systemctl start network

chkconfig network on

ifup ens20£f0

HHF o K R W W

3.2 Installation of Red Hat OpenStack Platform* 7

For this implementation, PackStack was used to create

a multi-host test environment to showcase the security
implementation. However, a production deployment would
require high availability of the control plane as well as other
considerations such as Secure Socket Layer (SSL) endpoints.
Red Hat OpenStack Platform Director* is Red Hat's solution
to meet the needs of provisioning production environments.
You can consult Red Hat production documentation for more
information on Director. In addition, a reference architecture
for a highly available deployment can be found at:

https://access.redhat.com/articles/1610453

Installation of Red Hat Open Stack Platform 7 must be
performed on all of the machines in the setup.

1. Register and subscribe to the Red Hat and Open Stack
Platform 7.

# subscription-manager register
# subscription-manager subscribe --auto
# subscription-manager list —--consumed

2. Clear the initially set-up repositories and enable the
appropriate ones.

# subscription-manager repos --disable=*

# subscription-manager repos
—-enable=rhel-7-server-rpms

# subscription-manager repos
—--enable=rhel-7-server-rh-common-rpms

# subscription-manager repos
—-enable=rhel-7-server-openstack-7.0-rpms

3. Install the PackStack installer.
# yum install openstack-packstack

4. Create PackStack answer file and save it on the disk. In this
example, the /home/myanswerfile.txt file is used. The
answer file used in this setup is presented in Appendix A:
The PackStack Answer File.

5. Run PackStack on the created answer file.

# packstack —-answer-file=/home/
myanswerfile.txt

6. Increase the number of open files in MySQL*.

$ mkdir -p /etc/systemd/system/mariadb.
service.d/

$ cat /etc/systemd/system/mariadb.
service.d/limits.conf

[Service]

LimitNOFILE=10000

$ systemctl daemon-reload
$ systemctl restart mariadb

7. Verify the open files limit in MySQL.

$ mysql
SHOW VARIABLES LIKE 'open%';

3.3 Installing Midokura Enterprise MidoNet

Note: The following steps were taken from Midokura’s
installation guide, which is available at http://docs.midokura.
com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/
content/index.html, with respective changes tailored to the
setup presented in this guide.

Uninstall the Open vSwitch agent in OpenStack Networking*
and install MidoNet, following these steps to integrate
ingredients for MidoNet with PackStack. Steps 1 and 2 can be
done before OpenStack is installed, so the yum upgrade will
include the Midokura and DataStax repositories.

1. Verify that the yum repositories have the midokura.repo.

# cat /etc/yum.repos.d/midokura.repo
[mem]

name=MEM
baseurl=http://username:password@repo.


http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/index.html
http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/index.html
http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/index.html
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midokura.com/mem-5/stable/el7/ 6. Install nova-rootwrap network filters.

gnabicesT # yum install openstack-nova-network

gpgcheck=1 .
key=https://repo.midokura.com/midorepo # systemctl disable/openstack=nova=
Egg o ps: po- : po- network.service

7. Restart the OpenStack Compute service.
[mem-openstack-integration]
name=MEM OpenStack Integration
baseurl=http://repo.midokura.com/
openstack-kilo/stable/el7/

# systemctl restart openstack-nova-
compute.service

3.3.1 OpenStack Networking* Integration

enabled=1
gpgcheck=1 Note: The following steps should be executed on the
gpgkey=https://repo.midokura.com/midorepo. controller/neutron node.
ke
Y 1. Verify that all these components are installed.

[mem-misc] yum install openstack-neutron openstack-
name=MEM 3rd Party Tools and Libraries utils openstack-selinux python-neutron-
baseurl=http://repo.midokura.com/misc/ plugin-midonet
stable/el7/ . . .
enabled=1 2. Set the OpenStack Networking plug-in. Edit the /etc/

check=1 neutron/neutron.conf file, and configure the following
9pg . . keys in the [DEFAULT] section.
gpgkey=https://repo.midokura.com/midorepo.
key [DEFAULT]

2. Enable DataStax repository. core_ plugin = midonet.neutron.plugin

# cat /etc/yum.repos.d/datastax.repo v2.MidonetPluginv2

# DataStax (Apache Cassandra)

[datastax] dhcp_agent_notification = False

name = DataStax Repo for Apache el

Cassandra allow overlapping ips = True
2:;;1;]:1];.1:; http://rpm.datastax.com/ 3. Comment all other plug-ins different from core_plugin.
enabled = 1 4. Create the directory for the MidoNet plug-in.

gpgcheck = 1

gpgkey = https://rpm.datastax.com/rpm/
repo_key 5. Create the /etc/neutron/plugins/midonet/midonet.
ini file, and edit it to contain the following.

mkdir /etc/neutron/plugins/midonet

Change the OpenStack Compute* configuration in all the
compute nodes with the following steps. [DATABASE]
sgl connection = mysqgl://neutron:NEUTRON

3. Configure libvirt. Edit the /etc/libvirt/gemu.conf DBPASS@controller/neutron

file to contain the following.

user = "root" [MIDONET]
group = "root" # Midonet API URL
midonet uri = http://controller:8181/
cgroup device acl = [ midonet-api
"/dev/null", "/dev/full", "/dev/zero", # Midonet administrative user in Keystone
"/dev/random", "/dev/urandom", username = midonet
"/dev/ptmx", "/dev/kvm", "/dev/kgemu", password = MIDONET_ PASS
"/dev/rtc","/dev/hpet", "/dev/vfio/vfio", # Midonet administrative user's tenant
"/dev/net/tun" project id = services

] 6. Create a symbolic link to direct OpenStack Networking to

4. Add all the permissions to the folder /dev/net/tun to root the Midonet configuration.

user and OpenStack Compute service. # 1ln -s /etc/neutron/plugins/midonet/

5. Restart the 1ibvirt service. midonet.ini /etc/neutron/plugin.ini

# systemctl restart libvirtd.service 7. Create the OpenStack Networking database.

$ mysgl -u root -p
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CREATE DATABASE neutron character set
utf8;

GRANT ALL PRIVILEGES ON neutron.* TO
'neutron'@'localhost' IDENTIFIED BY
'NEUTRON_DBPASS';

GRANT ALL PRIVILEGES ON neutron.* TO
'neutron'@'s' IDENTIFIED BY 'NEUTRON
DBPASS';

FLUSH PRIVILEGES;

quit
8. Run the neutron-db-manage command.

# neutron-db-manage \

—--config-file /usr/share/neutron/neutron-
dist.conf \

-—config-file /etc/neutron/neutron.conf \
--config-file /etc/neutron/plugin.ini \

upgrade head
9. Run the midonet-db-manage command.
# midonet-db-manage upgrade head

10. If the command midonet-db-manage has issues with
extra fields (such as alembic), perform the next steps.

« Install the most recent version of python-neutron-
plugin-midonet.<version>.noarch.rpm

« Remove any Open vSwitch installation (on all compute
and controller nodes).

yum erase openstack-neutron-openvswitch
openvswitch python-openvswitch

3.3.2 Apache ZooKeeper* Installation

Note: ZooKeper should be installed in at least one NSDB
physical machine.

1. Install the Apache ZooKeeper packages.
# yum install java-l.7.0-openjdk-headless

# yum install zookeeper zkdump nmap-ncat

Common Configuration

2. Configure Apache ZooKeeper. Edit the /etc/zookeeper/
zoo.cfq file to contain the following:

server.l=nsdbl:2888:3888
server.2=nsdb2:2888:3888
server.3=nsdb3:2888:3888

3. Create the data directory.

# mkdir /var/lib/zookeeper/data

# chown zookeeper:zookeeper /var/lib/
zookeeper/data

Note: For production deployments, it is recommended to
configure the storage of snapshots in a different disk than
the commit log. This can be set by changing the parameter
dataDir in zoo.cfg to a different disk.

Node-Specific Configuration
1. NSDB Node 1: Create the /var/lib/zookeeper/data/

myid file, and edit it to contain the host’s ID.
# echo 1 > /var/lib/zookeeper/data/myid

NSDB Node 2: Create the /var/lib/zookeeper/
data/myid file, and edit it to contain the host’s ID.

# echo 2 > /var/lib/zookeeper/data/myid

NSDB Node 3: Create the /var/lib/zookeeper/
data/myid file, and edit it to contain the host’s ID.

# echo 3 > /var/lib/zookeeper/data/myid

2. Create the Java* symbolic link.

# mkdir -p /usr/java/default/bin/
# 1n -s /usr/lib/jvm/jre-1.7.0-openjdk/
bin/java /usr/java/default/bin/java

. Enable and start Apache ZooKeeper.

# systemctl enable zookeeper.service
# systemctl start zookeeper.service

. Verify Apache ZooKeeper operation (use 127.0.0.1 only if

you are testing it from the controller; otherwise, use the
public IP address of the controller).

After installation of all nodes has been completed, verify
that Apache ZooKeeper is operating properly.

A basic check can be done by executing the ruok (Are you
ok?) command on all nodes. This will reply with imok (I am
ok.) if the server is running in a non-error state.

$ echo ruok | nc 127.0.0.1 2181
imok

More detailed information can be requested with the stat
command, which lists statistics about performance and
connected clients.

$ echo stat | nc 127.0.0.1 2181
Zookeeper version: 3.4.5--1, built on
06/10/2013 17:26 GMT

Clients:

/127.0.0.1:34768[0]
(queued=0,recved=1l,sent=0)
/192.0.2.1:49703[1](queued=0,recved=1053,se
nt=1053)

Latency min/avg/max: 0/4/255
Received: 1055

Sent: 1054

Connections: 2

Outstanding: 0

Zxid: 0x260000013d

Mode: follower

Node count: 3647
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3.3.3 Apache Cassandra* Installation

Perform Apache Cassandra installation on the controller node.

1. Add the Apache Cassandra repository to the /etc/yum.
repos.d/datastax.repo.

# DataStax (Apache Cassandra)

[datastax]

name = DataStax Repo for Apache
Cassandra

baseurl = http://rpm.datastax.com/
community

enabled =1
gpgcheck = 1

gpgkey = https://rpm.datastax.com/rpm/
repo_key

2. Install the Apache Cassandra packages.

# yum install java-l.7.0-openjdk-headless
# yum install dsc20

Common Configuration

3. Edit the /etc/cassandra/conf/cassandra.yaml file to
contain the following items.

# The name of the cluster.
cluster name: 'midonet'’

# Addresses of hosts that are deemed
contact points.

seed_provider:

- class name: org.apache.cassandra.
locator.SimpleSeedProvider

parameters:
- seeds: "nsdbl,nsdb2,nsdb3"

Node-Specific Configuration

4.NSDB Node 1: Edit the /etc/cassandra/conf/
cassandra.yaml file to contain the following:

# Address to bind to and tell other
Cassandra nodes to connect to.

listen_address: nsdbl

# The address to bind the Thrift RPC
service.

rpc_address: nsdbl
NSDB Node 2: Edit the /etc/cassandra/conf/cassandra.yaml
file to contain the following:

# Address to bind to and tell other
Cassandra nodes to connect to.

listen_address: nsdb2

# The address to bind the Thrift RPC
service.

rpc_address: nsdb2

NSDB Node 3: Edit the /etc/cassandra/conf/cassandra.yaml
file to contain the following:

# Address to bind to and tell other
Cassandra nodes to connect to.

listen address: nsdb3

# The address to bind the Thrift RPC
service.

rpc_address: nsdb3

5. Edit the service's init script.

On installation, the /var/run/cassandra directory is
created, but because it is located on a temporary file
system, it will be lost after system reboot. As a result, it
is not possible to stop or restart the cassandra service
anymore.

To avoid this, edit the /etc/init.d/cassandra file to
create the directory on service start.

[-.-]
case "$1" in
start)
# Cassandra startup
echo -n "Starting Cassandra:
mkdir -p /var/run/cassandra

chown cassandra:cassandra /var/run/
cassandra

su $CASSANDRA_OWNR -C "$CASSANDRA_
PROG -p $pid file" > $log_ file 2>&l

retval=§$?

[-..]

n

6. Enable and start Apache Cassandra.

# systemctl enable cassandra.service
# systemctl start cassandra.service

7. Verify that Apache Cassandra is operating properly (use

127.0.0.1 only if you are testing it from the controller;
otherwise use the public IP address of the controller).

Note: If Apache Cassandra fails to start and prints a "buffer

overflow" error message in its log file, try associating
127.0.0.1 with the hostname in etc/hosts (so that
hostname -i will show 127.0.0.1). This may solve the
Apache Cassandra start problem.

A basic check can be done by executing the nodetool
status command. This will reply with UN (Up / Normal)
in the first column if the servers are runningin a non-
error state.

$ nodetool -host 127.0.0.1 status

[...]

Status=Up/Down

|/ state=Normal/Leaving/Joining/Moving
—— Address Load Tokens Owns Host
ID Rack

UN 192.0.2.1 123.45 KB 256 33.3%
11111111-2222-3333-4444-555555555555 rackl
UN 192.0.2.2 234.56 KB 256 33.3%
22222222-3333-4444-5555-666666666666 rackl
UN 192.0.2.3 345.67 KB 256 33.4%
33333333-4444-5555-6666-777777777777 rackl
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3.3.4 Midokura Enterprise MidoNet Cluster
Installation

Perform the following steps in controller node.
1. Install the midonet-cluster package.
# yum install midonet-cluster

2.Set up mn-conf. Edit the /etc/midonet/midonet.
conf to point mn-conf to the Apache ZooKeeper cluster
(The nsdbl, nsdb2, and nsdb3 should be the actual IP
addresses of the servers.):

[zookeeper]

zookeeper hosts = nsdbl:2181,nsdb2:2181,ns
db3:2181

3. Configure access to the NSDB.

This step needs to happen only once; it will set up access to
the NSDB for the MidoNet cluster and agent nodes.

Run the following command to set the cloud-wide values
for the Apache ZooKeeper and Apache Cassandra server
addresses (The nsdbl, nsdb2,and nsdb3 should be the
actual IP addresses of the servers.):

$ cat << EOF | mn-conf set -t default
zookeeper {

zookeeper hosts =
,nsdb3:2181"

}

"nsdbl:2181,nsdb2:2181

cassandra {
servers = "nsdbl,nsdb2,nsdb3"
}
EOF
Run the following command to set the Apache Cassandra
replication factor.

$ echo "cassandra.replication_factor : 3"
| mn-conf set -t default

4. Configure OpenStack Identity* access. This step needs
to happen only once; it will set up access to OpenStack
Identity for the MidoNet cluster node(s).

This step will configure the local MidoNet cluster node to
be able to use OpenStack Identity.

$ cat << EOF | mn-conf set -t default
cluster.auth {

provider class = "org.midonet.cluster.
auth.keystone.v2 0.KeystoneService"

admin_role = "admin"
keystone.tenant name = "admin"
keystone.admin token = "ADMIN TOKEN"
keystone.host = controller
keystone.port = 35357

}

EOF

5. Start the MidoNet cluster.

# systemctl enable midonet-cluster.
service

# systemctl start midonet-cluster.service

3.3.5 Midokura Enterprise MidoNet CLI Installation
Perform the following steps in controller node.
1. Install the MidoNet CLI package.
# yum install python-midonetclient
2. Configure MidoNet CLI. Create the ~/.midonetrc file and
edit it to contain the following:

[cli]

api url = http://MultinodeController.
ch.intel.com:8181/midonet-api
username = admin

password = ADMIN PASS

project_id = admin

3.3.6 MidoNet Agent* (Midolman) Installation

Note: The following steps should be executed on compute
nodes.

The MidoNet Agent (Midolman) has to be installed on all
nodes where traffic enters or leaves the virtual topology; in
this guide these are all of three compute nodes.
1. Install the Midolman package.
# yum install java-1.8.0-openjdk-headless
# yum install midolman

2.Set up mn-conf. Edit the /etc/midolman/midolman.conf
file to point mn-conf to the Apache ZooKeeper cluster.

[zookeeper]

zookeeper hosts = nsdbl:2181,nsdb2:2181,ns
db3:2181

3. Configure resource usage. Run these steps on each agent
host in order to configure resource usage.

Note: For production environments the large templates are
strongly recommended.

Midolman resource template

Run the following command to configure the Midolman
resource template.

$ mn-conf template-set -h local -t
TEMPLATE NAME

Replace TEMPLATE_NAME with one of the following
templates:

« agent-compute-large

» agent-compute-medium

- agent-gateway-large

« agent-gateway-medium

« default

Java Virtual Machine (JVM) resource template

Replace the default /etc/midolman/midolman-env.sh
file with one of the following to configure the JVM resource
template:

« [fetc/midolman/midolman-env.sh.compute.large

« [etc/midolman/midolman-env.sh.compute.medium

« [etc/midolman/midolman-env.sh.gateway.large

« [etc/midolman/midolman-env.sh.gateway.medium
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4. Configure MidoNet metadata proxy for all agents.

This step needs to happen only once; it will set up MidoNet
metadata proxy for all MidoNet Agent nodes.

Run the following commands to set the cloud-wide values
for the Midonet Metadata Proxy.

$ echo "agent.openstack.metadata.
nova_metadata url : \"http://
MultinodeController.ch.intel.com:8775\"" |
mn-conf set -t default

$ echo "agent.openstack.metadata.shared

secret : shared secret" | mn-conf set -t

default

$ echo "agent.openstack.metadata.enabled
true" | mn-conf set -t default

MultinodeController.ch.intel.com, 8775, and
shared_secret should be replaced with the appropriate
values. They need to match with the corresponding
OpenStack Compute metadata API configuration.

MultinodeController.ch.intel.comand 8775 specify
the address on which OpenStack Compute accepts
Metadata APl requests. shared secret has to be the
same as specified by the metadata proxy shared
secret field in the neutron section of the nova.conf file.

The OpenStack Compute side of the configuration for the
metadata service is the same as when using OpenStack
Networking metadata proxy. See the OpenStack
documentation for details:

Cloud Administrator Guide: Configure Metadata

The metadata proxy creates an interface named "metadata”
on the hypervisor hosts. When using iptables it may be
necessary to add a rule to accept traffic on that interface.

iptables -I INPUT 1 -i metadata -j ACCEPT
5. Start Midolman.

# systemctl enable midolman.service
# systemctl start midolman.service

MidoNet Host Registration
6. Launch the Midonet command line interface (CLI).

$ midonet-cli
midonet>

7. Create a tunnel zone.

MidoNet supports the VXLAN and Generic Routing
Encapsulation (GRE) protocols to communicate to other
hosts within a tunnel zone.

To use the VXLAN protocol, create the tunnel zone with
type vxlan.

midonet> tunnel-zone create name tz type
vxlan
tzonel

To use the GRE protocol, create the tunnel zone with type
gre.

midonet> tunnel-zone create name tz type
gre

tzonel

Note: Make sure to allow GRE/VxLAN traffic for all hosts that
belong to the tunnel zone. For VXLAN MidoNet uses User
Datagram Protocol (UDP) port 6677 as default. To add hosts
to the tunnel zone:

midonet> list tunnel-zone
tzone tzone0 name tz type vxlan

midonet> list host

host host0 name MultinodeController.
ch.intel.com alive true

host hostl name CernerMidonet alive true

host host2 name MultinodeComputel.
ch.intel.com alive true

midonet> tunnel-zone tzonel add member
host host0 address 172.16.10.10

zone tzonel host host0 address
172.16.10.10

midonet> tunnel-zone tzonel add member
host hostl address 172.16.10.14

zone tzonel host hostl address
172.16.10.14

midonet> tunnel-zone tzonel add member
host host2 address 172.16.10.12

zone tzonelO host host2 address
172.16.10.12

3.4 Adding a Compute Node to OpenStack with
MidoNet

On the compute node:
1. Clean up any previous installation of OpenStack.

# yum -y remove openstack-glance

yum -y remove openstack-glance

yum -y remove openstack-cinder.noarch
yum -y remove openstack-dashboard
yum -y remove openstack-swift*

yum -y remove openstack-packstack*

yum -y remove openstack-ceilometer-
alarm.noarch

# yum -y remove openstack-ceilometer-api.

# yum -y remove openstack-ceilometer-
central.noarch

# yum -y remove openstack-ceilometer-
collector.noarch

# yum -y remove openstack-ceilometer-
notification.noarch

# yum -y remove openstack-keystone.noarch

# yum -y remove openstack-neutron-lbaas.
noarch

# yum -y remove openstack-neutron-
midonet.noarch

# yum -y remove openstack-neutron-ml2.
noarch

# yum -y remove openstack-nova-api.noarch
# yum -y remove openstack-nova-cert.
noarch

# yum -y remove openstack-nova-conductor.
noarch

# yum -y remove openstack-nova-console.
noarch


http://docs.openstack.org/admin-guide/index.html#configure-metadata
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# yum -y remove openstack-nova-
novncproxy.noarch

# yum -y remove openstack-nova-scheduler.
noarch

11. Enable OpenStack Compute.
# systemctl enable openstack-nova-compute

12. Reboot the machine.
# yum -y remove rabbitmg-server.noarch

2. Clean up any previous MidoNet installation. On the controller node:

yum -y remove cassandra20 13. Open the MidoNet console.

yum -y remove zookeeper

yum -y remove python-midonetclient
yum -y remove midolman

yum -y remove midonet-cluster

rm /etc/yum.repos.d/midokura.repo
rm /etc/yum.repos.d/datastax.repo
rm /etc/midolman

FoH W W K R W W

# rm /etc/midonet_host_id.properties

3. Keep or install the following components:

e openstack-ceilometer-common.noarch
e openstack-ceilometer-compute.noarch
e openstack-neutron-common.noarch

e openstack-neutron.noarch

e openstack-nova-common.noarch

¢ openstack-nova-compute.noarch

¢ openstack-selinux.noarch

e openstack-utils.noarch

. Remove any Open vSwitch bridges (that is, br-ex) and make
static IP addresses directly in the networks interfaces’
scripts.

. Copy the yum repositories from the current compute
nodes (any node that is currently running).

# scp root@10.250.101.12:/etc/yum.repos.d/
midokura.repo \

/etc/yum.repos.d/
. Install Midolman.

# yum —y midolman

7. Copy the MidoNet configuration file.

# scp root@10.250.101.12:/etc/midolman/
midolman.conf \

/etc/midolman/

. Copy the configuration file for OpenStack Compute and
libvirt.

# scp root@10.250.101.12:/etc/noval/* /etc/
nova/

# scp root@10.250.101.12:/etc/libvirt/* /
etc/libvirt/

# scp root@10.250.101.12:/etc/libvirt/
gemu/* /etc/libvirt/gemu/

. Replace the property vncserver proxyclient
address in /etc/nova/nova.conf and set the name of
the new compute node.

vncserver proxyclient
address=MultinodeComputel.ch.intel.com

10. Enable Midolman.

# systemctl enable midolman

# midonet-cli

14. List the host in the setup.

midonet> list host

The output should be similar to the following:

host host0 name MultinodeController.

ch.intel.com alive true addresses
feB80:0:0:0:900e:a9ff: fef7:£5d2,£e80:0:0:0:c8a7
:1ff:febb:e70b,£fe80:0:0:0:30ef:a0:ec9d:18ff:fel
7:8abf,fe80:0:0:0:443f:e9ff:fe7b:cf01,£e80:0:0
:0:50ef:3aff:fed3:8011,£fe80:0:0:0:21e:67fFf:fec
b:efaa,10.250.101.10,127.0.0.1,0:0:0:0:0:0f:fe
cb:efa9,172.16.10.10,£e80:0:0:0:e443:19ff: feaa
:1ff0,£e80:0:0:0:c086:ddff:fe82:e60e,£e80:0:0:0
:5034:dfff:fe53:d499,fe80:0:0:0:46c:24ff:£fe09:b
323,5:6d35,172.16.101.2,fe80:0:0:0:147e:92ff: fe
£9:a539,fe80:0:0:0:50c9:5bff: fe7e:4afc,169.254
.169.254,fe80:0:0:0:2c46:11f:fe2e:d6d5,£e80:0
:0:0:f4c3:4fff

host hostl name CernerMidonet alive true

addresses
fe80:0:0:0:2cla:5ff:fed5:24cc,fe80:
0:0:0:225:90ff:fefd:4708,169.254.169.
254,fe80:0:0:0:8d2:4fff:£:3ff:£e00:60
be,127.0.0.1,0:0:0:0:0:0:0:1,192.168.122-
.1,10.250.101.14,£fe80:0:0:0:225:90ff: fefd:4709

host host2 name MultinodeComputel.ch.intel.

com alive true addresses
127.0.0.1,0:0:0:0:0:0:0:1,fe80:0:0:0:18f5:1fff:f
ed6:e8a4,10.250.101.12,fe80:0:0:00:0:0:0:8c6f:
laff:fede:9a£8,10.250.101.12,fe80:0:0:0:21e:67f
f:fecf:c09f,fe80:0:0:0:b4d7:58fFf:fefl:e383,fe8
0:0:0:0:1812:33ff:fe77:3bb,£fe80:0:0:0:7c85:69.2
54,fe80:0:0:0:74c7:4fff:feba:cf28,£fe80:0:0:0:8
0£6:93ff:£fe0£:8601,£e80:0:0:0:21e:67ff:fec5:508
5,172.16.101.3,fe80:0:0:0:d8bd:b7ff: fe6e:15d8

15. Get the host name from the previous list; in this case it is

hostl.

16. Get the tunnel zone list.

midonet> tunnel-zone list
The output should be similar to the following:

tzone tzonel name vxlan type vxlan

17. Get the tunnel zone name; in this case it is: tzone0.

18. Get the list of member in the tunnel zone.

midonet> tunnel-zone tzone0 member list

The output should be similar to the following:

zone tzonelO host host2 address
172.16.10.12
zone tzonelO host host0 address
172.16.10.10
zone tzonel host hostl address
172.16.10.14

11
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19. If the member already exists with a different IP, it is
possible to remove it with this command.

midonet> tunnel-zone tzonel delete
member host hostl

20. Add the new host machine to the members of the tunnel.

midonet> tunnel-zone tzone0 add member
host hostl address 10.250.101.10

21. Check whether the new host is a member of the tunnel
zone with the command for checking the tunnel list.

Host Aggregates Q | +#Create Host Aggregate
Name Availability Zone Hosts Metadata
new-Compute Compute3 CemerMidonet availability_zone = Compute3

Displaying 1 tem

Availability Zones

Availability Zone Name
Compute3

intemal
nova

Displaying 3 fems

Hosts
CemerMidonet (Services Up)
MultinodeController.ch.intel.com (Services Down)

MultinodeController.ch.intel.com (Services Up)
MultinodeCompute1.ch.intel.com (Services Up)

3.4.1 Testing the New Compute Node

1

3.

. Create new host aggregates. Add only the new server as an

availability zone.

. Create a new instance. Check that the availability zone is

set to the new server.

Ping machines in other availability zones as well as the
floating IP addresses.

Actions

EditHost Aggregate | ~

Available

Launch Instance

Project & User * Details * Access & Security Metworking * Post-Creation
wvanced Options
Lvmani Cose Specify the details for launching an instance
Compute3 £ The chart below shows the resources used by this project
| Any Availability Zone | in relation to the project’s quotas
_no"a Flavor Details
Name m1.tiny
Flavor *
i VCPUS 1
e = Root Disk 168
Inatance Count * @ Ephemeral Disk Gan
1 Total Disk 168
RAM 512 MB

Instance Boot Source * @

Salect source L

Project Limits

Number of Instances
Number of VCPUs

Total RAM

12
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3.5 Adding Uplink to an External (Public) Network

1. Create an OpenStack network that will be mapped to a physical network. Usually that is done with the following command:

# neutron net-create Public --provider:network type flat --provider:physical network
enp4s0£f3 --router:external=True

Created a new network:

e e ——————eee
| Field | value

T e ————————LL,
| admin_state up | True

| id | 9209b2c6-0803-4ba9-98b5-5ade96afeled

| name | Public

| port security enabled | True

| router:external | True

| shared | False

| status | ACTIVE

| subnets |

| tenant id | a88f84c8ab2e4841b7579518502cle78

# neutron subnet-create Public 10.250.101.0/24 --name public subnet --gateway 10.250.101.1

—--allocation-pool start=10.250.101.133,end=10.250.101.149 --enable-dhcp=False
Created a new subnet:

allocation pools
cidr
dns_nameservers
enable dhcp

{"start": "10.250.101.133", "end": "10.250.101.149"}
10.250.101.0/24

False

gateway_ ip 10.250.101.1
host routes
id cY9ae9%4e8-44d1-42cl-8bcd-904c22d0aceb

ip version 4
ipv6_address_mode
ipv6_ra mode
name

network_id
subnetpool id

tenant_id

public_ subnet
9209b2c6-0803-4ba9-98b5-5ade96afelel

a88f84c8ab2e4841b7579518502c1e78

Take the ID of the network; in this case: id 9209b2c6-0803-4ba9-98b5-5ade96afe0e0 and create a port.

# midonet-cli -e bridge 9209b2c6-0803-4ba9-98b5-5ade96afelel port create 3da71887-d49f-4199-
8a4d-10e7ba3b6387

That gives a port id; in this case (3da71887-d49f-4199-8a4d-10e7ba3b6387). Execute:
# midonet-cli -e host <host-id> add binding interface <interface> port <port-id>

The host id is on /etc/midonet_host_id.properties.
# cat /etc/midonet host id.properties
#Fri Nov 06 23:53:25 MST 2015
host_uuid=09alee22-0faf-4560-a823-f386ed0ef94f

Thus, the adding bind should be as follows:

# midonet-cli -e host 09alee22-0faf-4560-a823-£386ed0ef94f add binding interface enp4s0£f3
port 3da71887-d49f-4199-8a4d-10e7ba3b6387

At least one compute node should have two network interfaces connected to the same external network, and in the
midonet-cli the host and the interface should come from that compute node.

13
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2. Modify the routing rules in MidoNet for the uplink connection.

In order to avoid sending the traffic outside to the external gateway, we have to set some routing rules that will identify the
traffic between the floating IP address range and use the tunnel. To do that, access midonet-cli and run these commands.

# router router0 add route dst 10.250.101.0/24 src 0.0.0.0/0 type normal port router0O:port0
# router routerl add route dst 10.250.101.0/24 src 0.0.0.0/0 type normal port routerl:port0
# router router2 add route dst 10.250.101.0/24 src 0.0.0.0/0 type normal port router2:port0

# midonet-cli

midonet> host list

host host0 name MultinodeController.ch.intel.com alive true addresses fe80:0:0:0:4066:a3ff:fe
b2:c157,£e80:0:0:0:5cad:60ff:feef:£391,fe80:0:0:0:b491:3dff: fe0b:89dc,127.0.0.1,0:0:0:0:0:0:0:1,10.250
.101.10,£fe80:0:0:0:21e:67ff:fecb:efa9,fe80:0:0:0:a803:42ff: fe2c:872b,172.16.101.2,£e80:0:0:0:9cab:22ff:
fed5:5544,fe80:0:0:0:5c3a:a0ff:feb3:e125,£e80:0:0:0:6cbd:2ff:febe:5fb,fe80:0:0:0:20£0:6dff:£e89:9696,
£fe80:0:0:0:c0f8:adff:fe38:£c58,fe80:0:0:0:21e:67ff:fecb:efaa,10.250.101.11,fe80:0:0:0:bcl19:ddff:fe4d:3
9¢2,172.16.10.10,fe80:0:0:0:3efd:feff: fe9e:7570,£e80:0:0:0:a046:27ff:fe07:c5da,169.254.169.254,fe80:0:0:
0:e0fa:42ff:fe61:c015 flooding-proxy-weight 1

host hostl name CernerMidonet alive true addresses 127.0.0.1,0:0:0:0:0:0:0:1,fe80:0:0:0:2882:adff
:fe93:e61e,10.250.101.15,£fe80:0:0:0:225:90fF: fefd:4709,fe80:0:0:0:70bd:8ff: fecd:6c7£f,169.254.169.254,fe8
0:0:0:0:2490:£3ff: fe78:0824,192.168.122.1,fe80:0:0:0:e486:1eff:fe67:0961,fe80:0:0:0:583e:50fF:fe6b:d2£8,
fe80:0:0:0:5c2e:c0ff:fe5d:fb43,£e80:0:0:0:e0bc:89ff:fe49:4d3b,£fe80:0:0:0:2035:f7ff:feef:d35a,£e80:0:0:0
:4cl19:33ft: fe7f:d60c,£e80:0:0:0:225:90fFf: fefd:4708,10.250.101.14,fe80:0:0:0:884e:a2ff:feed:d630,172.16.10
.14,fe80:0:0:0:3efd:feff:fe9e:7238,£e80:0:0:0:70d7:£7ff:fee8:c5c7,£e80:0:0:0:54dc:9dff: fed7:d89f,fe80:0:
0:0:100f:a4ff:fefe:lede,fe80:0:0:0:8422:2aff:fea7:7b0d flooding-proxy-weight 1

host host2 name MultinodeComputel.ch.intel.com alive true addresses
127.0.0.1,0:0:0:0:0:0:0:1,fe80:0:0:0:8f3:46ff:fe7e:8e6f,fe80:0:0:0:cca7:89ff:fe9f:4333,fe80:0:0:0:30£1:2
9ff:fel2:48c0,172.16.10.12,fe80:0:0:0:3efd:feff: fe9e:77d8,169.254.169.254,£fe80:0:0:0:6cf6:dcff:fe08:f6a
5,fe80:0:0:0:9cfa:3bff:£fe79:8066,10.250.101.13,fe80:0:0:0:5412:5eff:fef0:175,fe80:0:0:0:98b7:beff:fe02:8
265,172.16.101.3,fe80:0:0:0:8c32:8aff:fe03:a501,fe80:0:0:0:d4ae:2cff:fef8:dbbl,fe80:0:0:0:2cal:2cff:fe2
4:e53c,fe80:0:0:0:6831:3dff:fe8c:61be,fe80:0:0:0:c03d:ebff:fe30:a260,£fe80:0:0:0:4c39:11fFf:fec4:8c7¢,10
.250.101.12,fe80:0:0:0:21e:67ff:fecf:c09e,£e80:0:0:0:7c04:beff:fea6:9c79,£e80:0:0:0:6893:aeff:fed8:9e00
flooding-proxy-weight 1

midonet> host host0 binding list

host host0 interface tapa8ddb6b3-b7 port bridgel:port0
host host0 interface tapaaleef80-7b port bridgel:portl
host host0 interface tap06e55253-36 port bridgel:port0
host host0 interface enp4s0f3 port bridge2:port0

host host0 interface tap36af40a5-dc port bridge3:port0
host host0 interface tap48ae50e0-2d port bridgel:port2
host host0 interface tapc85d5edc-d7 port bridge4:port0
host host0 interface tap3af79871-4f port bridge5:port0
host host0 interface tap7be72a65-e4 port bridge3:portl
host host0 interface tapl7c40252-30 port bridgeO:port3
host host0 interface tapadOc3c6l-9a port bridge4d:portl
host host0 interface tap0282a387-26 port bridge5:portl
host host0 interface tap3456ac90-e3 port bridge6:port0
host host0 interface tapdbb393b0-42 port bridge7:port0

midonet> bridge list

bridge bridgel name Tenant2-net state up
bridge bridge0 name Data state up

bridge bridge5 name DataCache state up

bridge bridge2 name Public state up

bridge bridge7 name vsf-inspection-net state up
bridge bridge3 name Mgmt BKP state up

bridge bridge4 name Client state up

bridge bridge6 name vsf-mgmt-net state up

midonet> bridge bridge2 port list

port port0 device bridge2 state up plugged yes vlan 0

port portl device bridge2 state up plugged no vlan 0

port port2 device bridge2 state up plugged no vlan 0 peer router0:port0
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port port3 device bridge2 state up plugged no vlan 0 peer routerl:port0
port porté4 device bridge2 state up plugged no vlan 0 peer router2:port0

midonet> router list

router router2 name Router state up infilter chain0 outfilter chainl asn -1
router routerl name Router state up infilter chain2 outfilter chain3 asn -1
router router(0 name Router state up infilter chain4 outfilter chain5 asn -1

midonet> router router0 route list
route route0 src 0.0.0.0/0 dst 10.250.101.134 port router0O:port0 weight 100 learned false

route routel type normal src 0.0.0.0/0 dst 10.250.101.0/24 port router0O:port0 weight 0 learned
false

route route2 type normal src 0.0.0.0/0 dst 172.16.36.0/24 port routerO:portl weight 100
learned false

route route3 src 0.0.0.0/0 dst 172.16.36.1 port routerO:portl weight 100 learned false

midonet> router routerl route list
route route0 src 0.0.0.0/0 dst 10.250.101.140 port routerl:port0 weight 100 learned false

route routel type normal src 0.0.0.0/0 dst 0.0.0.0/0 gw 10.250.101.1 port routerl:port0 weight
100 learned false

route route2 type normal src 0.0.0.0/0 dst 172.16.58.0/24 port routerl:portl weight 100
learned false

route route3 src 0.0.0.0/0 dst 172.16.58.1 port routerl:portl weight 100 learned false

route route4 type normal src 0.0.0.0/0 dst 172.16.24.0/24 port routerl:port2 weight 100
learned false

route route5 src 0.0.0.0/0 dst 172.16.24.1 port routerl:port2 weight 100 learned false

route route6 type normal src 0.0.0.0/0 dst 172.16.65.0/24 port routerl:port3 weight 100
learned false

route route7 src 0.0.0.0/0 dst 172.16.65.1 port routerl:port3 weight 100 learned false

midonet> router router0 port list

port port0 device router0 state up plugged no mac fa:16:3e:6f:6d:9d address 10.250.101.134 net
10.250.101.0/24 peer bridge2:port2

port portl device router0 state up plugged no mac fa:l6:3e:6a:bf:67 address 172.16.36.1 net
172.16.36.0/24 peer bridgeé6:portl

midonet> router router(0 add route dst 10.250.101.0/24 src 0.0.0.0 type normal port
router0:port0
router0O:route4

midonet> router router0 route list
route route0 src 0.0.0.0/0 dst 10.250.101.134 port routerO:port0 weight 100 learned false

route routel type normal src 0.0.0.0/0 dst 0.0.0.0/0 gw 10.250.101.1 port router0O:port0 weight
100 learned false

route route4 type normal src 0.0.0.0/0 dst 10.250.101.0/24 port router0O:port0 weight 0 learned
false

route route2 type normal src 0.0.0.0/0 dst 172.16.36.0/24 port routerO:portl weight 100
learned false

route route3 src 0.0.0.0/0 dst 172.16.36.1 port routerO:portl weight 100 learned false

midonet> router routerl add route dst 10.250.101.0/24 src 0.0.0.0 type normal port
routerl:port0
router0O:route8

midonet> router router2 route list
route route0 src 0.0.0.0/0 dst 10.250.101.141 port router2:port0 weight 100 learned false

route routel type normal src 0.0.0.0/0 dst 0.0.0.0/0 gw 10.250.101.1 port router2:port0 weight
100 learned false

route route2 type normal src 0.0.0.0/0 dst 172.16.90.0/24 port router2:portl weight 100
learned false

route route3 src 0.0.0.0/0 dst 172.16.90.1 port router2:portl weight 100 learned false

midonet> router router2 add route dst 10.250.101.0/24 src 0.0.0.0 type normal port
router2:port0
router2:route4
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3.6 Midokura Enterprise MidoNet Analytic
Installation

Note: The following steps were taken from the Midokura'’s
installation guide, which is available at http://docs.midokura.
com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/
content/index.html, with respective changes tailored to the
setup presented in this guide.

3.6.1 Prerequisites

The Analytics Node must contain a deployment of Logstash*
(version 1.5) and Elasticsearch* (version 1.7), as well as the
elasticsearch-curator tool, before the installation of the
midonet-analytics package.

Elastic* (https://www.elastic.co/) provides both ‘deb’ and
‘rom’ packages for easy installation of the required packages:

« Logstash (v1.5.4): https://www.elastic.co/guide/en/
logstash/1.5/package-repositories.html

« Elasticsearch (v1.7.3):

https://www.elastic.co/guide/en/elasticsearch/
reference/1.7/setup-repositories.html

3. The elasticsearch-curator tool can be installed with the
pip command.

# yum install -g python-pip
# pip install -U elasticsearch-curator

4. In the controller node we need to have midonet-
cluster-mem installed. This can be done with the
following command.

# yum install midonet-cluster-mem

5.In the compute nodes, the midonet-jmxscraper
packages should be installed. To install the midonet-
jmxscraper package in the agent nodes (compute nodes),
execute the following command as root.

# yum install midonet-jmxscraper

6. The analytic node is a single dedicated node containing
the data analytics services as well as the data storage
and search engine. The data storage and search engine
services are provided by Logstash and Elasticsearch
respectively, which have to be installed in advance,
according to the instruction in the Prerequisites section.

Itis also recommended to install the midonet-tools
package in the analytic node; this makes themn conf
command available in the analytic node, facilitating its
configuration.

To install the midonet-analytics package in the analytic
node, execute the following commands as root.

# yum install midonet-tools
# yum install midonet-analytics

3.6.2 Quickstart

As a prerequisite, the core MidoNet components should be
correctly installed and configured.

In particular, the NSDB must contain the correct values for
the list of Apache ZooKeeper instances (in the zookeeper.
zookeeper hosts key). Note that this value was not
required for legacy installations and may be missing or
incorrectly set; in order to set it properly, you can run the
following command (where nsdbl, nsdb2, and nsdb3

are the NSDB nodes containing the Apache ZooKeeper
instances).

$ cat << EOF | mn-conf set -t default
zookeeper {

zookeeper hosts = "nsdbl:2181,nsdb2:2181,n
sdb3:2181"

}

EOF

Apache Cassandra must also be configured correctly in
NSDB for the Midokura Enterprise MidoNet features. In order
to ensure the correct settings, you may run the following
command (where cassl, cass2,and cass3 are the IP
addresses of the nodes containing the Apache Cassandra
instances).

$ cat << EOF | mn-conf set -t default
cassandra {

servers = "cassl,cass2,cass3"
cluster = "midonet"

}

EOF

This quickstart assumes that the midonet-analytics
package has been installed in a single dedicated node (the
analytics node). The minimum setup needed for running the
Midokura Enterprise MidoNet features solution consists of
configuring the communication endpoints for the MidoNet
Agent and the Midokura Enterprise MidoNet services, as well
as setting up the authentication information to make the data
available to MidoNet Manager.

Before starting, it is recommended to increase the

default heap size for both Logstash and Elasticsearch

up to a minimum of 4 GB respectively (note that it is not
recommended to set the total beyond half of the available
physical RAM). These values can be set by editing the
corresponding configuration files.

On Red Hat Enterprise Linux:

«Set LS _HEAP_ SIZE="4g" in the /etc/sysconfig/logstash
file for Logstash.

«SetES_HEAP SIZE="4g" inthe /etc/sysconfig/
elasticsearch file or Elasticsearch.

« Restart the services.
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The next step is to create a configuration file in the analytics
node indicating how to locate the NSDB nodes containing
the MidoNet configuration. MidoNet Analytics tries to locate
this information at the following location: /etc/midonet/
midonet-analytics.conf;if the file does not exist, it
searches in the following locations:

e SHOME/.midonetrc
e /etc/midonet/midonet.conf

e /etc/midolman/midolman.conf

The following is the template for this configuration data (the
value of the zookeeper hosts key should be a comma-
separated list of the IP addresses and ports of the Apache
ZooKeeper instances, represented in the template by nsdbl,
nsdb2, and nsdb3—the standard port for Apache ZooKeeper
is 2181).

[zookeeper]

zookeeper hosts = nsdbl:2181,nsdb2:2181,ns
db3:2181

The JMXScraper service running in the compute nodes
needs the same configuration file (if that file does not exist, it
will use the same configuration as the Midonet Agent running
in the same node).

Once the NSDB location has been set via the midonet-
analytics.conf file, all the Analytics services can be
configured via the MidoNet's mn-conf tool (a tool used to
manage the Midonet configuration stored on NSDB). The
mn-conf tool is part of the midonet-tools package, and it
can be used from any MidoNet node where this package is
installed.

The following is the example configuration. On a node with
the mn-conf tool available, create a file according to the
following template:

clio.enabled : true

clio.service.udp port 5001
clio.service.encoding "binary"
clio.data.fields : [ "cookie", "devices",

"host uuid", "in_ port",

"in tenant", "out ports", "out tenant",
"match_eth_src", "match_eth_dst",
"match_ethertype", "match network dst",
"match network src",

"match_network proto", "match_src_port",
"match dst port", "action drop",
"action arp sip", "action arp tip",
"action_arp op", "rules",
"sim result", "final eth src",
dst", "final net_src",
"final net dst", "final transport_ src",
"final_ transport_dst",

"final eth

"timestamp", "type" ]
calliope.enabled true
calliope.service.ws_port 18181
calliope.auth.ssl.enabled true

jmxscraper.enabled : true
jmxscraper.target.udp endpoint :
"analytics ip:5000"

mem_cluster.flow_tracing.enabled true

mem_ cluster.flow tracing.service.ws port
8400

mem_cluster.flow tracing.auth.ssl.enabled
true

agent.flow_history.enabled true

agent.flow history.encoding : "binary"

agent.flow history.udp endpoint

"analytics ip:5001"

jmxscraper.target.udp endpoint

"analytic ip:5002"

clio.target.udp endpoint

ip:5002"

"

analytic

The template above assumes that the MidoNet Manager will
use SSL connections to communicate with the Midokura
Enterprise MidoNet services; if this is not necessary (for
example, because the services are behind a proxy), SSL can
be deactivated by setting the *.ssl.enabled properties to false
(see the configuration section for more details).

The above configuration also assumes that Logstash and
Elasticsearch are installed in a single analytics node, together
with the midonet-analytics package; <analytics_ip>
represents the IP address or host name of such analytics
node.

The configuration template can be applied by creating a file
named analytics_settings.conf with the placeholders
from the template replaced with the proper values, and then
applying these settings with.

$ mn-conf set -t default < analytics_
settings.conf

By default, the analytics node receives data via UDP to
ports 5000 and 5001 from the cluster and agent nodes,

and exposes the interface to the MidoNet Manager via port
8080 (websocket). The analytics node needs to access the
Apache ZooKeeper ensemble (port 2181) in the MidoNet
cluster nodes and also the OpenStack Identity service (port
35357) for authentication. The flow tracing data is exposed
to MidoNet Manager via port 8460 (websocket) in the cluster
nodes.

3.6.3 Configuration

The Midokura Enterprise MidoNet services are configured
using the MidoNet mn-conf command, provided by the
midonet-tools package.

The following options can be set for the analytics node:

eclio.enabled (true|false).Enable or disable flow
history collection service (default is false - disabled).

eclio.service.udp_ port (port number).The portto
listen for Midonet Agent flow history reports (default is
5001). This value must be the same as the port in the agent
setting agent.flow_history.udp_endpoint.

ll||l' |||||

eclio.service.encoding ("binary"|"json"|"none").
The encoding of the data received from MidoNet Agents. It
must match the value in agent.flow_history.encoding.
The binary setting offers a more efficient encoding of the
data, while json allows easier debugging.
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«clio.service.fields (list of comma-separated, quoted
strings). The list of flow attributes to collect. Note that
some of the values in this list are required for some of the
Midokura Enterprise MidoNet features and removing them
may result in limited functionality. For example, removing
the "devices" field from the list might result in not having
this information showed in the MidoNet Manager. The
default list of reported attributes per flow is:

« cookie: internal flow id.

« devices: list of devices traversed by the flow.

« host_uuid: the id of the host generating the flow.
«in_ port:theid of the port originating the flow.

«in_ tenant:tenant associated to the device originating the
flow.

. out_ports:the ids of the target ports for the flow.

e out_tenant:tenant associated to the device receiving the
flow.

ematch_eth_src: source Medium Access Control (MAC)
address.

ematch eth dst:destination MAC address.
ematch_ethertype: ethernet type of flow.
ematch_network_src:source IP address.
ematch_network_dst: destination IP address.
ematch_network_proto: the protocol id.
ematch src_ port:source port.
ematch_dst_port: destination port.
eaction_drop: the flow was dropped.

eaction_arp_sip: Source IP address (SIP) for Address
Resolution Protocol (ARP) packages.

eaction arp tip:Target|P address (TIP)for ARP
packages.

eaction_arp_op: ARP operation.
« rules: list of rules affecting the flow.
«sim_result: Midonet simulation result for this flow.

«final eth src:the source MAC address after any actions
taken by the flow.

«final eth_ dst:the destination MAC address after any
actions taken by the flow.

«final net src:the source IP address after any actions
taken by the flow.

«final net_dst:the destination IP address after any actions
taken by the flow.

«final transport_src:the source port after any actions
taken by the flow.

«final transport_dst: the destination port after any
actions taken by the flow.

» timestamp: time stamp for the reception of the flow
information.

« type: internal data set identifier.

eclio.service.compress (list of comma-separated,
quoted strings). A subset of the flow attributes listed in
clio.service.fields that are to be stored in compressed
format. Note that compressed fields may reduce the storage
space, but the values are not searchable. No field set is
compressed by default.

ecalliope.enabled (true|false).Enable ordisable the
Analytics front-end service (default is false - disabled).

ecalliope.service.ws_port (port number).The port
to listen for Analytics queries from the MidoNet Manager
(default is 8080).

ecalliope.auth.ssl.enabled (true|false).Enable or
disable SSL support (default is true).

The following options can be set for the nodes running the
MidoNet Agent and the jmxscraper:

«agent.flow history.enabled (true|false).Enable
or disable flow history reporting in the Agent (default is
false).

e agent.flow history.encoding
("binary"|"json"|"none"). The format of the flow history
records emitted by the Midonet Agents. The value must
match the setting clio.service.encoding in the analytics
node; the recommended value is binary and none does not
generate any data (default is none).

e agent.flow_history.udp endpoint ("host:port").
The host name or IP address of the analytics node and the
destination port. The port must match the port set for the
clio.service.udp_port property in the Analytics node.
No default value is provided.

» jmxscraper.enabled (true|false).Enable ordisable
the MidoNet Agent JMX API scraper (default is false).

* jmxscraper.interval (time spec). The time interval
between consecutive JMX API polls (default is 60s). Note
that due to technical reasons, intervals below 60s are not
supported.

» jmxscraper.target.udp endpoint ("host:port").
The host name or IP address of the analytics node, and the
port where the storage system (Logstash) is listening (the
recommended settings use port 5000). No default value is
provided.

The following options can be set for the nodes containing the
Cluster:

emem_cluster.flow tracing.enabled (true|false).
Enable or disable the flow tracing feature (default is true).

emem_cluster.flow tracing.service.ws_ port (port
number). The port to listen for flow tracing queries (default
is 8460).

emem_cluster.flow_tracing.auth.ssl.enabled
(true|false). Enable or disable SSL support (default is
true).

Apart from the options above, the midonet-analytics
package installs a cron job in the analytics node to purge

old data from the storage system. The initial configuration
limits the size of the stored data to 100 GB; in order to modify
this value, you may edit the following file and change the
threshold value.

/etc/cron.d/midonet-elk-cleaner
18
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3.6.4 Files and Directories

» /etc/midonet/midonet-analytics.conf: Bootstrap
configuration with Apache ZooKeeper location.

» /etc/midonet/midonet-{calliope,clio}/logback.
xml: Logging settings for the Midokura Enterprise Midonet
components in the analytics node.

» /etc/midonet/midonet-jmxscraper/logback.xml:
Logging settings for the JMX scraper component in the
Agent Nodes.

e /etc/midonet-cluster/logback.xml: Logging settings
for the cluster node, including the Midokura Enterprise
MidoNet extensions.

» /etc/midonet/midonet-*/logback.xml: Logging
settings for the different Midokura Enterprise MidoNet
components.

« /etc/logstash/conf.d/midonet.conf: Configuration for
the Logstash storage back-end in the analytics node.

» /etc/default/logstash: Startup options for Logstash in
Debian*-based systems.

« /etc/default/elasticsearch: Startup options for
Elasticsearch in Debian-based systems.

» /etc/sysconfig/logstash: Startup options for Logstash in
rpom-based systems.

» /etc/sysconfig/elasticsearch: Startup options for
Elasticsearch in RPM*-based systems.

« /etc/init/midonet-{analytics,calliope,clio,jmx
scraper}.conf: Upstart configuration files for Analytics
components.

e /usr/lib/systemd/system/midonet-{analytics,call
iope,clio,jmxscraper}.service: systemd configuration
files for Analytics components.

« /var/lib/midonet/analytics_host id.properties:
Contains the MidoNet host id that the mn-conf tool uses
to identify the Analytics Node components and the JMX
scraper in the agent nodes.

« /var/lib/logstash/data: Contains the data stored by the
Analytics back-end storage system (Logstash).

« /etc/cron.d/midonet-elk-cleaner: Automated data
purging script for Midokura Enterprise MidoNet storage
back-end.

» /var/log/midonet/{clio,calliope,jmxscraper}.
log: Log files for the different Analytics components in the
Analytics Node and the Agent Nodes.

» /var/log/midonet-cluster/midonet-cluster.log:
Log file for the cluster node components, including the
Midokura Enterprise MidoNet extensions.

» /usr/share/midonet-{analytics,calliope,clio,jmx

scraper}: Directories with Analytics management scripts
and dependencies.

3.6.5 Usage

Once you have configured the services, you can start the
Midokura Enterprise MidoNet services by executing the
following commands as root.

On analytics node, execute the following commands.

# systemctl start logstash
# systemctl start elasticsearch

# systemctl start midonet-analytics
On cluster nodes, execute the following command.
# systemctl restart midonet-cluster

On agent nodes, execute the following commands.

# systemctl restart midolman
# systemctl start midonet-jmxscraper

3.6.6 Update the OpenStack EndPoints

This is required by the MidoNet SDN Controller APl in the
Open Security Controller (OSC).

Create a script file called mn_endpoint_config.sh in the
Controller. Add the following content to the file:

#!/bin/bash

##

## Usage:

## mn_endpoint_config.

sh controllerIP:controllerPort
analyticsIP:analyticsPort

##
MIDOAPI="$1"
MEMAPI="$2"

if [ -z "SMIDOAPI"

"SMIDOAPI" 1; then
echo invalid host:port for Midonet API
exit 1

fi

-0 "${MIDOAPI%:*}" =

if [ -z "SMEMAPI" -0 "${MEMAPI%:*}" =
"$MEMAPI" ]; then

echo invalid host:port for MEM Insights
API

exit 1
fi

keystone service-create --name=midonet-
api --type=midonet \
--description="Midonet REST API"

keystone endpoint-create \
—--service-id=$(keystone service-list

|awk '/ midonet-api / {print $2}') \
--publicurl="http://$MIDOAPI/midonet-

api" \
--internalurl="http://$MIDOAPI/midonet-
api" \

--adminurl="http://$MIDOAPI/midonet-api"
\

19



Installation Guide | Security Solution Implementation Installation Guide

--region="RegionOne"

keystone service-create --name=mem-
insights --type=insights \
--description="MEM Insights API"

keystone endpoint-create \
--service-id=$(keystone service-list

|awk '/ mem-insights / {print $2}') \
--publicurl="ws://SMEMAPI/analytics" \
--internalurl="ws://SMEMAPI/analytics" \
—--adminurl="ws://SMEMAPI/analytics" \

--region="RegionOne"
To run the script, execute the following command:

# ./mn_endpoint config.sh
mnControllerIp:mnControllerPort
analyticsIp:analyticsPort

To get the port of analytics node, execute the following
command:

# mn-conf get calliope.service.ws port

To get the port of your MidoNet controller, execute the
following command:

# mn-conf get cluster.rest api.http port

3.7 OpenStack Deployment—Create Tenants
1. Log in to the OpenStack dashboard.

RED HAT® ENTERPRISE LINUX OPENSTACK PLATFORM

Usage Summary

Select & period of time to query its utage

2. Select Identity Section.

Projects

L. PR RS [ [N

3.Click create Project, and then in the pop-up window,
click the Create Project button.

Craate Project

There should be created three projects (tenants) in total:
« For security
« For client VM (attackers), called Tenant 2

« For Web-Servers, called Tenant 1

Project ~ Red Hal Access v Help X admin ¥

Projects

ISC

Tenanil
Tenant2

admin

Create Metwork =+ Create Router
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Security Tenant should look similar to the following figure:
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21



Installation Guide | Security Solution Implementation Installation Guide

Tenant 1:
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3.8 Creating and Testing a Web Server 7. Check whether the web server is functioning from the

This section describes how to create and test the web external browser by pinging a floating IP.

server that supports a variety of features, many of which 8. Repeat steps 1 through 7 to create another web server.

are implemented as compiled modules that extend core
functionality. To create and test a web server, perform the 3.9 Windows* VM Configuration
following steps.

1. Set the Domain Name System (DNS) servers.

1. Create a web server instance with DataCache and the
Management network.

2.In the Fedora* terminal of the Web server, run the
following in the order shown:

Troubleshoot problems

Open Metwork and Sharing Center

# sudo —i
# ifconfig

Make a note of the interface private IP address.

3. Edit the /etc/httpd/conf/httpd.conf file. Change the
IP address for <listen> to have the machine’s eth2 IP. Start
the HTTP service.

# service httpd start

4. Edit the /etc/ssh/sshd_config file. Uncomment
PasswordAuthentication = yes, (leave the rest
asitis), PermitRootLogin=yes [Password to
ssh:Account6All]. Start the SSH service.

# service sshd start

5. Test whether the web server page opens up on the
browser for the web server instance.

6. Allocate and assign a floating IP address for the private
instance of the web server.
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level, puttng your computer at an nareased nsk of

anine attack.
- To change the settings. dick Custom level.

\
|

=== | |

@ Your security setting level puts your computer at risk

We recommend that you do not browse the web with your curre
@ To browse the web sscurely, click Fix settings for me on the nc|

W To continue browsing in the current state. click the Home buttor]

9 Your security setting level puts your computer at risk

We recommend that you do not browse the web with your current security settings.
@ 70 browse the web securely, click Fix settings for me on the notification bar below.

@ To continue browsing in the current state. click the Home button (not recommended).

-ﬂ@' Pvclammnm x_

Print .
File .
Zoom (100%) .
Safety .

[Geneal [ searty | Prvacy [content | Corneiors [ ragrams [ sbverced |

e
Select o seting for the Internet zone.
Accept All Cookics
- Sawes cooies from any websice.
-Cockdes that are aiready on this computer can be read by
the webstes thet ceated them
B
Sw3 | mport || Advanced || Dcfmm |
Locanon

— Mever sllow websites (o request your
physcal iocation

Popp Soder
[#Turn on Papup Blodker
IrPmiate

[ Dimabie tooibiars

when Infrivate

o et [ oom

[

1 seamty A
] Allow active content frem CDs 1 run an My Computer™

< i >
“Takes effect after you restart your computer

Reset Internet Explorer setings

Resets Internet Explorer's setangs to ther default E
condinen.

You should onfy use T IF your Drowser S N an Unusable state.

[ T
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3.10 Network Security Manager Installation 2. Copy the McAfee Network Security Manager executable
inside the Windows VM, and run the file; in the wizard,

1. Launch a Microsoft Windows Server* 2012 r2 instance on .
click Next.

the Security Tenant.

Avstcation Toots Downloads [=1o .
T )

RED AT ENTERPRISE LINUX OPENSTACK PLATFORM _ froma  Admin  ldenisy

8 > ThisPC » Downloads

W Project(®) | B Sharsdvith e () | i Public 15 + Cresea imase | [ Favorites
- B Desitop 4% nppE3installer.exe 46 P A b 1
Image Name Type status pubiic Srotacted Formae size
& Downloads ' setupece U206 1A AM  Applicat 70,126 KB
- e No qcowz 1768 | Recent places B i
image sctne Ves No acowz 0368
& This PC

[ sctnee No qcowz 256

image cve Yes No qrowz 18068 9 Network
a imsge - e No qcowz 716 Laum
a image  Acwe e No qcowz 716 Laun
0 image sctive ~ Qcow 7168 InstallAnywhere

[ V M qow ve

Instalngwhene i3 peepanng to natal
1 hi "
Launc nstance
Cancel
- [C] 2014 Flesesa Scitware LLC
Availability Zone o i
Specify the details for launching an instance

d by this

Instance Name *

Flavor Details

Name m1.large
Flaver * @ 4
VCPUs
arge i 80 GB
- Root Disk
Instance Count * @ Ephemeral Disk e
= 80 GB
v Total Disk
8192 MB
Instance Boot Source * @ R
- Project Limits
Image Name * Number of Instances

Number of VCPUs

Total RAM
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U McAfee wern.mcafee.com/support

M Manager827733 ‘Welcome to the McAfee® Instaliation Wizard
® License Agreement

@ Cnoose Install Type

@ Choose install Foider
@ Choose Shortcut Folder
@ Customizs Installation

This Wizard can be used o install either of the following applicafons
- McAfee Network Secunty Managerv8.2.7.73.3

@ Pre-instaiation Summary
8 installing.

@ Install Complete

- McAfee Network Security Central Managerv8 27733

Click the 'Next' button to continue

3. Accept the terms and conditions, and then click Next.

vw werw mcafee.com/support

™ Manager827733 Installation and Use of the Manager Requires Acceptance of the

® License Agreement Following License Agreement:

@ Choose Install Type £D TSER LTENSE asEEmMENT :-1

@ Choose Install Folder

@ Choose Shoricut Folder
@ Customize Instaflation
@ Pre-instaiation Summary

BY DOWNLCADING, INSTALLING, COPYING, ACCESSING, OR
USING TEIS SOFTWARE YOU AGREE IO TRE TERMS OF TEIS
AGREEMENT. IF YOU ARE ACCEFTING THESE TERMS ONW
BEEALY OF ANOTEER PERSON OR A COMPRANY OR OTHER
LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU
EAVE FULL AUTHORITY TO BIND TEAT PERSOM, COMPANY,
OR 1EGAL EFTITY IO THESE TERMS.

@ Instaiing.
® Install Complete

IF YOU DO WOT AGREE TC TEESE TERMS:

* DO KOT DOWNLOAD, INSTALL, COFY, ACCESS, OR USE v

() 1 3eompt 1 s of B Lisnss Agrement

\[E

4. Select the Manager type: Network Security Manager,
and then click Next.

2 McAfee weorw. mcafee. com/support
™ Manager827733

™ License Agreament

™ Choose Install Type

@ Choose Install Foider

® Choose Shoricut Foider
@ Customize Instaflation

8 Pre-instaliation Summary
@ Instaling_

8 Install Complets

Upgrading existing Network Security Manager installation.

Manager Type “etwork Securty Manager

The Network Security Manager is the racitional Manager for
Network Security Platform. It is required to manage Network
Secunty Sensors

5. Select the folder location, and click Next.

i sl

™ Manager 827733

™ License Agresment

™ Choose Install Type

™ Choose Install Folder

@ Choose Shorfcut Folder
® Customizs Installztion
@ Pre-instafiation Summary
8 Installing.

® Install Complete

www mcafee.com/ support

Where Would You Like to Install the Manager?
| Restore Defautt Folder | | Choose.

=3

U McAfee

™ Manager827733

™ License Agreement

™ Choose Instail Type

7 Choose Install Folder
M Choose Shoricut Folder
® Customnize Instafiation
® Predn
8 |nstalling.

@ install Complete

ation Summary

6. Select where NSM will create product icons.

www.mcafee.com/ support
Where would you like to create product icons?

[ On the Start Menu
[ Onthe Deskiop
¥ Onthe Quick Launch Bar

¥ Create icons for All Users
(Applicable 1o the Start Menu and DesKop only)

5 iicer

™ Manager827733

7 License Agreement

™ Choose Install Type

7 Choose Install Folder

™ Choose Shortcut Folder
M Customize Instaliation
@ Pre-instaliation Summary
@ Installing.

® Install Complete

7. Select the type of database and credentials and click Next.

8. Set a password for the root user and click Next.

www.mcafee.com/ support

Database Connection Information

Note: This one me informaton IS used by he Manager to read
from and write to its database

Database Type /<o
Database Name |f
User root
Database Password """
Retype Password  =<=*====
MySQL Instalation Dectory
C:Program Fles Wchfee Wetwork Searity Manager MsQL | |

25



Installation Guide | Security Solution Implementation Installation Guide

9

=E |

Manager Installation Wizard

T McAfee

e o
™ Manager827733

7 License Agreement

™ Cnoose install Type

7 Choose Install Folder

7 Choose Shortcut Folder
M Customize Instaliation

www mcafee.com/ support

Enter the MySQL Rool password for administrative actions

@ Pre-instaliation Su
® Inst
8 bl Connsiete Existing MySQL Installation. Please enter MySQL root password:
My SQL Root Password
Cancel Previous

9. Select the folder for Apache Solr* installation, and then

click Next.
= Manager Installation Wizard |;|£-]
O Mchfee werw mcafee com/ support

™ Manager 827733
7 License Agreament
™ Choose Instail Type
™ Choose Install Folder
™ Choose Shortcut Folder
M Customize Instaliation

Apache Solr (tm) is used by the Manager to enhance database
access. Spedy its installation directory

Note: At least 20 GB of ree space is required on te drive on
which Solr is instalied.

Solr Installation Directory
C: [Program FlesMcAfes Network Security Manager Sk

Choose.

Restore Default Folder

Previous | |

10. Set the size of RAM memory to be used by McAfee
Network Security Manager.

& Manager Installation Wizard (== .
McAfee ; ‘
2 v ten www.mcafee com| support

Manager 827733 Optionally Specify Madimum RAM Usage

™ License Agreement

™ Choose Install Type Note The recommended (default) value for the maximum amount of

£ memory the Manager applicaion wall use is based on the operabing
Choose install Folder system version and the quantity of physical memory currently

7 Choose Shoricut Folder installed on this Server

™ Customize Instaliation

@ Pre-instaiiation Su

0S5 Version 64bt
Physical Server Memory 3131M8
Recommended Maximum RAM Usage (MB) 4035

Actual Maximum RAM Usage (MB) 4035 [78-6143]

Previous

11. Set the amount of concurrent connection.

o

Manager Installation Wizard

7 McAfee

e o
™ Manager827733

™ License Agresment

™ Choose Install Type

™ Choose Install Folder

7 Choose Shoricut Folder

www.mcafee.com/ support

Optionally Specify Maximum DB Connecions

Note: The recommended (default) value for the maomum quantty
of database connechons the Manager applicafion wll
simultaneously open depends on the number of Sensors it will

manage

M Customize instaliation

Number of Seasors 1-5 +
Recommended Maximum DB Connections <0
Actual Maximum DB Connections <0 [s0-60]

12. Click Install. A summary will be presented. Continue
with the installation.

13. For the McAfee Network Security Manager 8.3
installation, uninstall the 8.2 version, and execute the

fresh installation.

14. After you have finished, open a command prompt and log
in to MySQL.

../Mcafee/Network Security Manager/MySQL/
bin>mysql —uroot —padminl23
../Mcafee/Network Security Manager/MySQL/
bin>use 1f;
../Mcafee/Network Security Manager/MySOQL/
bin>ALTER TABLE iv_alert ADD COLUMN
sourceVMIP CHAR(32) DEFAULT NULL;

../Mcafee/Network Security Manager/MySOQL/
bin>ALTER TABLE iv_alert ADD COLUMN
targetVMIP CHAR(32) DEFAULT NULL;

15. Go to the ../Mcafee/Network Security Manager/
App/config/ directory and open the ems.properties file.

16. Turn off the AKKC settings.
iv.core.akka.enableakka=0

17. Restart the McAfee Network Security Manager VM.
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3.11 Open Security Controller (OSC) Installation 5. Add a sensor image in the OSC deployment.

1. Add the image in the OpenStack setup (in case the OSC will «In the menu, select Setup/Service Function Catalog
run inside of the same setup). « Click Auto Import.

e ————— s | s | | £ « Browse the sensor zip file, and then click OK.

Compute

Image Name Type Status. pusiic Protected Format sze Actions

2. Launch the OSC instance from the previous image in the
OpenStack Image Service*.

LIaunch Instance

€ a 10.250.101.146 v wE &A=

Availability Zone

Instance Name *

Flavor Details

Name
Flavor * @
VCPUs
= Root Disk
Cancel

Instance Count * @ Ephemeral Disk

Total Disk

Instance Boot Source * @ RAM

= Project Limits

Image Name * Number of Instances

= € & 10.250.101.146 v we ¥ A=
Number of VCPUs

Total RAM

3. Assign a floating IP address to the OSC instance.

4. Access the OSC dashboard using the floating IP:
https://<OSC-floatinglP>/ Default credentials: admin/
adminl23.

€ a 10.250.101.146 ™ *8e ¥ & =
(intel)s‘,,‘ \y @ ntel Security Controller T ey

Software Version
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6. Set the DNS servers to OSC setup (this is required for the
Network Time Protocol configuration).

« Select Manage/Server/Network.

» Select static IP Details, and then add the DNS servers.

intel) Security @ | /! Securty Contraler ser-admin Logot | 7

7. Add the SDN Controller.
« In the menu, select Manage/Plugin.

» Browse for the zip file.
o Click Upload.

8. Add a manager connector.

« In the menu, select Setup/Manager Connectors.
« Click add.

« Set the name of the manager connector.

« Set the IP address of the Network Security Manager.

« Set the credentials to connect to the Network Security
Manager.

Dot G o0 s P Al Cargamy

9. Add the Virtualization Connector.

o In the menu, select Setup/Virtualization Connector
« Click add.

« Set a name to the virtualization connector.

« Select type: OpenStack.

« Select SDN Controller: Midonet.

» Add OpenStack Identity credentials.

(inteDsccuriyw | e e
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PRERK 1025010110

10. Deploy the distributed appliances.

« Select Setup/Distributed Appliance.
« Click add.

« Set a name for the distributed appliance.

« Select the Manager Connector (the Network Security
Manager setup).

e Select the Service Function Definition.

@ ity @ | Iotel Secunty

11. Deploy the vIPS appliances.

« In the menu, select Setup/Distributed Appliance.
o Click Deployment.

« Click add.

« Set the name for the deployment specification.

« Select the tenant for the security deployment.

« Select the region (that is, RegionOne).

« Select the hosts that should launch vIPS appliances.

« Select the management network.

« Select the inspection network.

» Set the amount of appliances per host.
« Click OK.

DasD Geb e 2 e

Fswioevs 31727 PASED (ool 21 e
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Come-Cpiact cPaSROK 1025010110

=3 ) Bswnoc s 11727 PASSD Gob 21 1ae

Deployment speafications for irtuaiSystem - Cerner-vips (irtual Connector-Cerner-Openstadc) @ security Group [GlC]

5Cseopme. 3 otrgre om. = = =TTy == =3 VD, N e PASED (ob 271

12. Create the security group.
« In the menu, click Setup/Virtualization Connector. 13. Bind a security Group.
« Click add.

« Set a name for the security group.

«In the menu, select Setup/Virtualization Connections.
« Select the security group.

« Click Bind.

» Check the Enabled box.

« Select tenant.
« Select region.
« Select type of security: Network/Sub-Network/vM « Click OK.
» Add the instance into the security group.

« Click OK.
@ o | I Scunty Contrter . i

Comer Cpemick = 1025010110

oparsmx 1025010110

=1 00, Nk 1, om0 a5 e PASED Gob :90)
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3.12 F5 Load Balancer Installation

This section describes how to create and configure an

F5 BIG-IP* instance. The F5 BIG-IP performs a variety of

functions that drive application availability, optimization,
and security. To create a F5 BIG-IP instance, perform the
following steps.

1. Copy release.fedora, release.redhat.

2. 0n the terminal (on both compute nodes), run the
following commands:

# cd /etc/nova

# cp release release.fedora

# cp /home/../release.redhat release

# service openstack-nova-compute restart

3. Launch a F5 BIG-IP instance with the networks in the
following order:

» Management
« DataCache

« Client

« Data

4. Make sure there is no error in the instance. Log in: root,
password: default.

5. Get the management address of the instance from
OpenStack.

6. On the browser https://<managementIP>/tmu/login.jsp,
log in: admin, password: admin.

7. Download the dossier.do file, and then save it locally.
8. Activate the license: https:/activate.f5.com.

9. Select the appropriate “Activate” option for the version of
F5 BIG-IP you are using.

10. If activating behind a proxy, manually add a dossier file as
follows:

« Select the dossier file downloaded in step 7 to activate, and
then click Next.

€) @ hetpsiljctivate f5.com/licensedossierjsp

vvvvv = [ws— [R———

Product Licensing

Activate F5 Product

This page may be used to license the following products

« ARX5.3.0 and higher
« BIGIP 9x and higher
G1Q
« Enterprise Mznager
« FirePass 5.x - 6.x
« Maragement Pack
« TrafieSheld
© WANJet 4.
« WebAccslorator
Ityou are sttompting to astivate a Icance for BIGIP VA x cr iSMan, ploasa click hers

To activate your product you vill need your product dossier

Enter your dossisr

or
Select your dossier fie | rowse... | dossierdo

x>

It you are not activating a lcense for the versions mentioned above. please go to license /5.com for more options.

« Download the 1license.txt file.

€ @ httpe:/actvate £5.com

v x| [@v Google

- |

prort | Comaotis |

Home [rv— Froauers Howo By aining & services. s Devcenwal [——

Product Licensing
[Frovuericersesas

TRAFEIC UANAGEMENT

Activate F5 Product

Cut and paste your icense key from the form below, of click the dewnload button to downlcad & copy of the ficense file

1615 3155472201080 4 324540 128657 40122504 12+ 1422 15700336 400SI618 30 9320501645357
A28 210 7 73530 LIADST 737 43296 BLb: ¢T3 088 D577 L2260 5 ON A ZTED

(1511560 ed0adc 49904 b 25968bA D Dce:
bszsvs@sesmamaus el W72t
adr:

(90 19962014 F5 Netwarks. Inc
2T send

» Upload the license.txt file on the
https://<managementIP> portal under the License tab.

11. If not activating behind a proxy, upload the license file
directly via the Internet.

12. After activating, do the following in the F5 BIG-IP portal:

« From the Setup Utility navigation menu, select
Resource Provisioning, and then check.Nominal from
Local Traffic (LTM) and Advanced Firewall (AFM)
drop-down menus.

€& 152.168.8.208/x < ¢ [@ Google

f5 I?::;:f'"

Nodied Resource Alcation (Dror 1 edistrbubr)

e s,
oo M e
ey 5700 L o
.- | Provisionng Lisnse Staus Reuied Disk OB)  Requind Memory (4B) |
W Maragemen (MGMT) Smal El NA 0 1564

P

= e mim= - .

cangere S—— R s . =

L & Apolicaton security (ASM) o £ Liowrwad 12 08
W Ghobal TRC GTM) oo o Liersed o 1
B Uncomiei o & s . o
[SpN— o Uk raeaboneniatane 12
B Application Visibilty e Resoring (AVR) Nore ¥ Liomees 1® r
M Pokcy E rforement [PEM) none. B Unicansad 18 780
W Acvanced Firewall (FM) I Nomimai BT 18 756
1 ApoIcaton AcooratoN MIGQRr (AAM) Now £y Licwred 2 2050
S o ottt 24 s

Back || Rewn  New

13. Click Next to reboot the system, and then configure the
list items below.

« Enter the hostname: xxx.xxx.com

« Root account: default

« Password: default

« Admin password

« Log in again with a new admin password

» SSH: Checked

14. In Advanced Options, click Finished.
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15. From the Network navigation menu, select VLANs, and « DataNetwork
then create the following new VLANSs as shown in the « IP address: DataNetwork IP address of F5 BIG-IP instance
screenshots below: from OpenStack.

« Apache VLAN :: Interfaces Untagged: 1.1, Available: 1.2, 1.3 « Netmask: 255.255.255.0

« Client VLAN :: Interfaces Untagged: 1.2, Available: 1.1, 1.3 « Port Lockdown: Allow All

« Data VLAN :: Interfaces Untagged: 1.3, Available: 1.1, 1.2

//192.168.8.204/xui/ ve

€ & htips//192.168.8.204/xui v &|[Bv Goo
= host- 192- 168-8-204 openstackiocal

|| oNLINE (ACTIVE)
|| standaione

| onLiNE (AcTIVE)
5 | standsione

Network » VLANS:VLAN List -+ New VLAN Namorcsh SeKiFs

7 % - | Properies
g Sutisics ‘3 Staiistics
Gororal Proportios

o) iApps
[ woos Name DataVLAN (3 wer
&5 ons pescripton I 3 ons Nane | ApacheNetwork

o 129 Panition / Path | common
39 Local Traffic Local Traffic
IP Address | 1982405

%) Acceleration SaSowces

-
Urtzgged Av:llabb Tagged 238 Accataration Netmask [zsz5 2550
Device Manageme it ‘ [Apacrevian =]
=) e = = &) Deves Marmgamer: VLAN/ Tunne! ApacheVLAN ~|
() securiy = Port Lockdown ‘ [Aliow Al |
U Securhy |

"Inherit traffic group from current partition / path

£2) Netwiork [Base o Traffic Group

Co etk | traffic-group -ocal-only (non-foating) K|
Inetaces Sourca Check =2 -
Routes uiu 1500 Inerfaces Update || Cancel || Delete
SellIPs Routes
sFlow
5
Bades sty Palling Interval Dofault ] Dofault Value: 10 seconds Seft IPs
Trunks
Sampling Rate. Dofaull =] Dafault Valua: 2018 ssconcis o bt
TTE! Trunks
Rloute onains Cancel || Repeat | Finished
Tunnels
VLANs
Foute Domains
Cassa sevics
VLANs
ARP
Class of Service
1Psec
woce ARP
DNS Resolvers IPsec
weep
slem
[£%] sy DONS Resohers
Sysem
& e /192.168.8.208 v Il Soop dae ¢ e

@ nt1ps.//192.168.8.204, v &| @ Google aoe ¢ =

1-g) savanee
=
- [
63 ons 1414 Name * Apsicaton * Tag Uaggesinaraco: | Tagged nacaces = Panton Pa |
& B 4084 11 Common |
LocaiTrare |
AN w12 canron |
72 acceleravon |0 deviay w092 13 Camimon
o :
) ooree smemcenen o &l e e e ]
S e 1992408 2552952550  AsacwVLAN raflgrup-ocaleny Connen
(J securmy 759 Local Trare 5
1985802 255255265255 i group-ocalerty Coron
2 e (/3% pccemraion 1904004 2552352850 0n vl group calrty Gemnen
i 5 Devie Mracanen
Roues
sares i
Pacen it &

Roue comans
VAN

16. From the Network navigation menu, create and configure  17. From the Local Traffic navigation menu, select Pools,

self IP addresses for the following networks. and then configure as follows.
. ApacheNetwork - Name (ServerPool Nodename): Apacheserversl
- IP address: ApacheNetwork IP address of F5 BIG-IP » Health Monitors: http
instance from OpenStack » Address: Get IP address from the OpenStack.
» Netmask: 255.255.255.0 » New Members: Servers 1 and 2.

« Port Lockdown: Allow All
« ClientNetwork

« IP address: ClientNetwork IP address of F5 BIG-IP
instance from OpenStack

« Netmask: 255.255.255.255
« Port Lockdown: Allow All
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€ @ https://192.168.8.204/xui/ ve| By co

Ho 2 1886 204 openstackiocal

P
| onLmE(acTIvE)
s | standalone
.

=1 adnin
Roke: Admiristrator

Configuration: | Bas= x|

@ Mow l Namne | | Apacneserverst
5§ DNs Description I
(F) Local Trafic | Active Available
ommon ommon
] e |
Notwork Nap Heaith Moritars bl
Vinuel servers ‘ > nttps
ntips_443
Policies |
Profiles Resources
iRues Load Bajancing Mothod [Round Robin =
Pocls Piioiity Group Actvation Disbled |
Nodps Node Name (Optioral)
Monitore Address:  [1882402
Traflc Class SovicoPort Coloct. el
Add
fddress Transiaiion
(72 Accerration ’
3 Device Management T =
\) Securky Cancel | Repeat || Finished
£ Newwork
(3] sysiem

18. Repeat step 16 for Apache Server 2.

19. From the Local Traffic navigation menu, select
Virtual Servers.Inthe Destination field, enter the
Client Network IP address of the F5 BIG-IP instance from
OpenStack.

€ @ https://192.168.8.204/xu v | [Bv Google

Local Traffic » Virtual Servers : Virwual Server List -+ New Virtual Serw

(g Satites
General Properties

03 wom | vame [acovmaonr
&3 ons Descripion I
B rocairne e = 3
Source '—
Network Map
D Bar
Virtual Senvers Destraton Type: B Host' Nenwerk
Aestess:[ 1565607
Poicies
Saviabot i |
Protles
Netty Smus oVinual Address | &
Ruks
S Erabied =]
Pads
Nockes Configuradon: | Bsic =]
Woniors Protocol Toe H
Traffc Glass Proncol Profle (Cliem) » e
Adkl e memiion Proxcol Profile (Server) Use Clier Profile) j
(£24) Acceleration HTTE Prcfle |
FIP Profle Tow
S pevice maragemen ]
= RTSP Profle Yo 3]
\) Sacurhy
SMTPS Profile None j
e Selected Availasle
— i e i [ P
» ‘wom-default-clientss|
seictad Avatsbie
SSL Profle (Server) sl [ oot
s | ceverssiinseaure comptiote
wom-defautc-serversst

20. From the Local Traffic navigation menu, select Address
Translation and configure as follows:

« Name: SNAT List

« Translation: Automap

¢ Origin:A11 IPv4 Addresses
* VLAN/Tunnel Traffic: * A1l

» Auto Last Hop: Default

21.Click Finished.

€ @ 1tps//192.168.8.204/«ul v ¢| B> Goog

698G Dacpensackkcal  Date Sep 2, 2014 User: aomin

‘
| ONLINE (2CTIVE)
s
L

G Statstcs
[ s
&3 ons

trator

Local Traffic » Address Translation : SNAT List

General Properiies.

I Name. SNAT List
Description ]

3 Local Tratfic Configuration

Network Map I Trarsiaton Aimrap ¥

Virual seneis Origin AINPVI Acdieisas v}
Polices VLAN /Turrel Trafic Al el
Profiles Auto LastHop [BeRu 1~
IRues

Camcel | Repeat || Finished

Pools
Nodee

NMoniors.

Trefic Class

Addross Transiation

(V8] Acceteration

=) pevice Management

() securiy
52 Network
[£%] sysom

22. Create a SNAT pool list.
«Name: Apache SNAT List

« |P address: Apache IP address

€ ) @ htips://192.168.8.204/xui/

1P A 4+
]| ONLINE(ACTIVE)
s | suncalone
“

Local Traffic » Address Translation : SNAT Pool List » New SNAT Pool
“D Satistics
Goneral Properties
(i) 1apps I
&3 oms

@ Local Traffic

‘ ApacheSNATList

IP Addiess: | 198.24.0 &

Add
Netwerk Map

Vintual Servers Member List
Policies
Pt Ed | | Delere
iRules

Cancel Repeat Finished
Pools
Nodes
Montiors
Traffic Class

Acdiess Translation
@ Acceleration
Device Managemem
O Sacurtty
52 Network
System

23.Click Finished.
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24. Assign a floating IP address to the client and data network
of a F5 BIG-IP instance and a secondary management
network to a Steelhead instance.

25. Check the web browser: http://<floatinglP_of_client_
network_IP_of_BIG-IP_Instance>/Pictures

26. Copy back: cp /etc/nova/release.fedora /etc/
nova/release.

The network topology after configuration is shown below.

172.16.24.10

4.0 Demo Setup: Cross-Tenant Cross-
Machine Attack

Tenants in OpenStack are different projects that represent
different customers of Cerner. The idea of the setup is to
simulate two different customers inside the cloud, and
perform the attack from one project to another.

The demo shows the interaction of VMs in a multi-tenant
environment, where one VM represents the attacker (in
Tenant 2) and the other VM is the destination of the attack

(in Tenant 1). The MidoNet SDN controller redirects the

traffic for inspection to the Security Tenant (Intel ISC Tenant),
containing security functions, that is, OSC, McAfee Network
Security Manager and vIPS. The vIPS performs analysis of the
packets. If packets correspond to the malicious activity, these
will be blocked; otherwise, packets will continue the normal
data path.

172.16.65.4
172.16.58.5

BiglP_Loa...

172.16.43.4 Instance

Ubantu_Webserver2

ID 8113ebbf-a0bc-4818-b899-e43363d79b80

STATUS e SHUTOFF

Ubuntu_We..

172.16.24.9
Instance

Ubuntu_We..
Instance

> View Instance Details > Open Console

Terminate Instance

Ubuntu_We..
Instance

172.16.24.7

Demo Setup
Scenario #1 OSRouter ..
a) Protect Load Balancer only (on controller) Router < . ]
v L
b) Access LB (with & without attack) A —) BiglP_Loa... | i Webserver | q
c) View results in Real Time Threat Analyzer )
2 e o o ®
Scenario #2 S —) 5 % 1
a) Protect Web3 only (on compute) o ) Instance
b) Access LB (with & without attack)
o
c) When LB uses Web3, it is protected Instance & = 4 = 2
nstance
2
Tenant 1
@ ISC Tenant
o
Instance
® == | 3 Traffic

anand

=

1
Instance
2
Instance

IPS-SVC-2..
2
Instance

IO
2nqnd

Tenant 2

IO

Windows @ 'nspection Points

Router 1
Instance
1 Instance on Controller
2 2 Instance on Compute 2
Instance
3 Instance on Compute 3
e

Figure 2. Demo: Cross-tenant cross-machine attack.
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To set up the demo, perform the following steps.

1. Set a floating IP address to the Network Security Manager
Windows VM and OSC VM.

10 Address Mapped Fixed 1P Address

2. Using the floating IP address of the OSC, access the OSC
dashboard and verify whether the network “client” from
Tenant 1 is bind enabled.

Useradmn lopa | 7

NataD) secuiy @ | et secnty Ganoter
XiteD securty @

Cone Cpmsack 1025010110

security Group m @
Cener95. tase PASSED (ob . 2341

3. Access any Microsoft Windows machine in Tenant 2.

4. Access the dashboard of the Network Security Manager
using the floating IP address of the Network Security
Manager. Log in with the Network Security Manager
credentials.

U McAfee Network Security Manager

PRpRpyS—

Login 0 ||
Password
Log In
) McAfee Network Security Manager - 10.250.101.136 - Internet Explorer |=|o .

Metwork Security Manager
Version: 82.7.73.3

5. Click Analysis.

- ; , " &
) McAfee Network Security Manager - 10.250.101.136 - Intemet Explorer == .
g
Q) McAfee  Metwork Security Manager - X v
St vesons 827733 ) -
D, o s Lt o
5 Shey droction gl iam 14 dme g
Filter: Nonme  Add Filter
Top Attacks A
End, attack Kame v
Quar
e Atinck Cotegory | Attack Sulbcategory | Attack severty P,
Real-Time Exploit privileged-access ® wigh "
Htorica
ol Explot privieged-access | @ bigh ’
West Gameration Reports
Tradtional Reports e
Mincher 1 e Mbtocher DS W | Attaches Country | Alimchur s | hnck Counk
3 Top Targets
Terget 1p Address =
Target 19 Addrace TargelONSMa.. | TargetCoumtry | Targot User Attack Count
1 1massea Unksomn 18
Yop Attack Apphications:
Applicaion Neme ~ 7

6. In the Thread Analyzer menu, select Real-Time.

7. Download the JNLP file to start the Real-Time Threat
Analyzer.

¢ Clickinthe link start the Real-Time Threat
Analyzer.

» Go to downloads and start the file with JAVA Web Start
Launcher.

Version: 8.2.7.73.3

Use the Resi-time Threat Analyzer to anslyze security svents as they ac

Real-Time

Next Generation Reports
Traditional Reparts

Top Migh-Risk Endpoints.

10.250.101.141

Any Malwars C

Mo matching dat

Top Attacks

Top Attackers

10.250.101.241

Top Mahware Detections

ta

Top Targets

Attacker 19 10.250.101.141

|

K JeuaTM) s lockes because s cukofdet an nec o b updted

e rak Update

Run this time

A L Downloads
€ - 1|8 » ThzPC » Downloads v O - rioad o
b rociic Name ate modified y
B Deskiop W setup 1 pp
& Downloads | &4 ThreatAnalyzer (1) 66 | le 4
L. Recent places & ThrestAnslyzer (2) 20 le
| ThreatAnalyzer (3 ] le
1% This PC & ThreatAnalyzer () 4 ' le 4
|2 ThreatAnslyzer (5) 2016 4 1 le
S Network | & ThreatAnalyz ! e
.

& ThreatAnalyz:

|24 ThreatAnalyz:
& ThreatAnalyz
& ThreatAnsiyz:
|24 ThrestAnalyz

| ThrestAnalyzer (14
| & ThreatAnalyzer (15)
& ThreatAnshyzar

INLP

35



Installation Guide | Security Solution Implementation Installation Guide

4 b= Downloads
*~ 1|8 » ThePC » Downloads v & a2
Fausdites Name . Dite modified T
B Desid] —_— A
& Dow J015613FM  INLP File

How do you want to open this file?
. Receq =
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2015 415 FM le
Bty Keep using Java(TM) Web Start KI7PM INLP File
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1 1 F =

‘ )
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- /2016 434 s

| &) ThreatAnalyzer (12) 47672016 3:33 PM

« In the Security Warning dialog, click Continue.

Do you want to Continue?
The connection to this website is untrusted.

! h Website:  hitps://10.260. 101.1%: 443

Note: The certificate &5 not valid and cannot be used to venfy the idennty of this webate.
More Tnformation

8. Click Alert to see the real-time attacks.

[ Real-time Threat Analyzer [= o |
e .
e — W= WY
G ot e m e ndpointz  Forenzis  prefarences
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e peres

9. Open Internet Explorer in any Microsoft Windows machine
on Tenant 2.

10. Navigate to the web servers passing the floating IP
address of the load balancer, which is connected to the
client network (the network that is bind enabled in OSC).
To navigate, use: http://10.250.101.137/HelloWorld.php.

— . - — .
%5 Slroot & cmd &) HelloWorld

Hello World Machime WebServer 2

11. Execute and attack requesting cmd.exe from the web
servers: http://10.250.101.137/cmd.exe

« Because the file is not allowed, it should be blocked and
the browser should show an error failing to get the file by
timeout.

e@!; 10250.101.137 cmd.exe D - C | @ This page can't be displayed [ l
This page can't be displayed

12.In the Real-Time Threat Analyzer windows, the attack
should show up.

e Real-time Threat Analyzer [=To
Thge Lo P ey B OB X

= Al .V“mr . Display Fitenng ~
e —

S - ap— == e
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13. There is another kind of attack that should pass Appendix A: The PackStack Answer File
to the user by sending a notification to Real Time

Threat Analyzer. For this kind of attack we use:
http://10.250.101.137/root.exe.

[general]
CONFIG_SSH KEY=/root/.ssh/id_rsa.pub
CONFIG_DEFAULT PASSWORD=<set your

BE | password>
5 10250101137 rcct D6l @ a7 S CONFIG MARIADB INSTALL=y
b &lrcct 3)cme @) HeloWord CONFIG_GLANCE_INSTALL=y

paldus Wl sat amt; anhennves CONFIG_CINDER INSTALL=y
CONFIG_MANILA INSTALL=n
CONFIG_NOVA INSTALL=y
CONFIG_NEUTRON_ INSTALL=y
CONFIG_HORIZON_ INSTALL=y
CONFIG_SWIFT INSTALL=y
CONFIG_CEILOMETER INSTALL=y
CONFIG_HEAT INSTALL=n
CONFIG_SAHARA INSTALL=n
CONFIG_TROVE_ INSTALL=n
CONFIG_IRONIC_INSTALL=n
CONFIG_CLIENT INSTALL=y
: N — CONFIG NTP SERVERS=
- el = CONFIG NAGIOS INSTALL=n
- e ——— e g Py EXCLUDE_SERVERS=

W e S B CONFIG DEBUG_ MODE=n

CONFIG CONTROLLER HOST=10.250.101.10

CONFIG_COMPUTE_HOS
TS=10.250.101.12,10.250.101.14

CONFIG NETWORK HOSTS=10.250.101.10

CONFIG_VMWARE BACKEND=n

CONFIG_UNSUPPORTED=n

CONFIG_USE_ SUBNETS=n

CONFIG_VCENTER_HOST=

. i 8 CONFIG_VCENTER USER=

- CONFIG_VCENTER PASSWORD=
CONFIG_VCENTER_CLUSTER NAME=
CONFIG_ STORAGE HOST=10.250.101.10
CONFIG_SAHARA HOST=10.250.101.10
CONFIG USE_EPEL=n
CONFIG_REPO=
CONFIG_ENABLE_RDO_TESTING=n
CONFIG RH USER=
CONFIG_SATELLITE URL=
CONFIG_RH_PW=
CONFIG_RH OPTIONAL=y
CONFIG_RH_PROXY=
CONFIG RH PROXY PORT=
CONFIG_RH_PROXY USER=
CONFIG_RH_PROXY PW=
CONFIG_SATELLITE USER=
CONFIG_SATELLITE_ PW=
CONFIG_ SATELLITE AKEY=
CONFIG_SATELLITE CACERT=
CONFIG_SATELLITE_PROFILE=
CONFIG_SATELLITE FLAGS=
CONFIG_SATELLITE PROXY=
CONFIG_SATELLITE_PROXY USER=
CONFIG_SATELLITE PROXY PW=
CONFIG_ SSL_CACERT FILE=/etc/pki/tls/

certs/selfcert.crt
CONFIG_SSL_CACERT KEY FILE=/etc/pki/

tls/private/selfkey.key
CONFIG_SSL_CERT DIR=~/packstackca/

T T L

Threat Analyzer >
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CONFIG_SSL_CACERT SELFSIGN=y
CONFIG_SELFSIGN CACERT SUBJECT C=--
CONFIG SELFSIGN CACERT SUBJECT

ST=State B - h
CONFIG SELFSIGN CACERT SUBJECT

L=City h B B B
CONFIG SELFSIGN CACERT SUBJECT

O=openstac£ B N B
CONFIG_SELFSIGN CACERT SUBJECT

OU=packstaEk B N B
CONFIG SELFSIGN CACERT SUBJECT

CN=securitypoc
CONFIG SELFSIGN CACERT SUBJECT

MAIL=admiﬁésecurity50c B h
CONFIG_AMQP BACKEND=rabbitmg
CONFIG AMQP HOST=10.250.101.10
CONFIG_AMQP ENABLE_SSL=n
CONFIG_AMQP ENABLE AUTH=n
CONFIG_AMQP NSS CERTDB_PW=<set your

password> CONFIG_AMQP AUTH_USER=amgp_
user

CONFIG_AMQP AUTH_PASSWORD=<set your
password>

CONFIG MARIADB_ HOST=10.250.101.10
CONFIG_MARIADB_USER=root
CONFIG_MARIADB_ PW=intel
CONFIG_KEYSTONE DB _PW=intel
CONFIG_KEYSTONE_ REGION=RegionOne
CONFIG KEYSTONE ADMIN TOKEN=intel

CONFIG_KEYSTONE_ADMIN_EMAIL=root@
localhost

CONFIG_KEYSTONE ADMIN USERNAME=admin
CONFIG_KEYSTONE ADMIN PW=intel
CONFIG_KEYSTONE DEMO PW=intel
CONFIG_KEYSTONE API_VERSION=v2.0
CONFIG_KEYSTONE TOKEN FORMAT=UUID
CONFIG KEYSTONE SERVICE
NAME=keystone N B
CONFIG_KEYSTONE IDENTITY BACKEND=sql
CONFIG KEYSTONE LDAP
URL=1dap://10.250.101.10
CONFIG_KEYSTONE LDAP USER_DN=
CONFIG_KEYSTONE LDAP USER PASSWORD=
CONFIG KEYSTONE LDAP SUFFIX=
CONFIG KEYSTONE LDAP QUERY SCOPE=one
CONFIG_KEYSTONE LDAP PAGE SIZE=-1
CONFIG_KEYSTONE LDAP USER SUBTREE=
CONFIG_KEYSTONE LDAP USER FILTER=
CONFIG KEYSTONE LDAP USER
OBJECTCLASS= - h h
CONFIG KEYSTONE LDAP USER ID
ATTRIBUTE= N B o
CONFIG KEYSTONE LDAP USER NAME
ATTRIBUTE= N B B B
CONFIG KEYSTONE LDAP USER MAIL
ATTRIBUTE= N B B B
CONFIG KEYSTONE LDAP USER ENABLED
ATTRIBUTE=
CONFIG_KEYSTONE LDAP USER ENABLED
MASK=-1
CONFIG KEYSTONE LDAP USER ENABLED
DEFAULT=TRUE N B B N

CONFIG_KEYSTONE_ LDAP USER_ENABLED
INVERT=n

CONFIG_KEYSTONE_LDAP USER_ATTRIBUTE_

IGNORE=

CONFIG KEYSTONE LDAP USER DEFAULT
PROJECT ID ATTRIBUTE=

CONFIG_KEYSTONE LDAP USER_ALLOW
CREATE=n

CONFIG_KEYSTONE LDAP USER_ALLOW_
UPDATE=n

CONFIG_KEYSTONE_ LDAP USER ALLOW
DELETE=n

CONFIG KEYSTONE LDAP USER PASS
ATTRIBUTE=

CONFIG KEYSTONE LDAP USER ENABLED
EMULATION DN=

CONFIG KEYSTONE LDAP USER_
ADDITIONAL ATTRIBUTE MAPPING=

CONFIG_KEYSTONE LDAP GROUP SUBTREE=
CONFIG_KEYSTONE LDAP GROUP FILTER=

CONFIG_KEYSTONE_LDAP GROUP_
OBJECTCLASS=

CONFIG KEYSTONE LDAP_GROUP_ID
ATTRIBUTE=

CONFIG_KEYSTONE LDAP GROUP NAME
ATTRIBUTE=

CONFIG_KEYSTONE LDAP GROUP_ MEMBER
ATTRIBUTE=

CONFIG_KEYSTONE LDAP GROUP_DESC
ATTRIBUTE=

CONFIG KEYSTONE LDAP GROUP
ATTRIBUTE IGNORE=

CONFIG_KEYSTONE LDAP GROUP_ALLOW_
CREATE=n

CONFIG_KEYSTONE LDAP GROUP ALLOW
UPDATE=n

CONFIG_KEYSTONE LDAP GROUP_ALLOW
DELETE=n

CONFIG_KEYSTONE_LDAP GROUP_
ADDITIONAL ATTRIBUTE MAPPING=

CONFIG_KEYSTONE LDAP USE_TLS=n
CONFIG_KEYSTONE_LDAP TLS_ CACERTDIR=
CONFIG_KEYSTONE LDAP TLS CACERTFILE=

CONFIG KEYSTONE LDAP TLS REQ
CERT=demand

CONFIG GLANCE DB_PW=intel

CONFIG GLANCE KS_PW=intel

CONFIG_GLANCE BACKEND=file

CONFIG CINDER DB PW=intel

CONFIG CINDER KS PW=intel

CONFIG_CINDER BACKEND=lvm

CONFIG CINDER VOLUMES CREATE=y

CONFIG_CINDER VOLUMES_ SIZE=20G

CONFIG CINDER GLUSTER MOUNTS=

CONFIG CINDER NFS_ MOUNTS=

CONFIG CINDER NETAPP LOGIN=

CONFIG CINDER NETAPP PASSWORD=

CONFIG_CINDER NETAPP HOSTNAME=

CONFIG CINDER NETAPP SERVER PORT=80

CONFIG CINDER NETAPP STORAGE
FAMILY=ontap cluster B B

CONFIG CINDER NETAPP TRANSPORT
TYPE=http N N -

CONFIG CINDER NETAPP STORAGE
PROTOCOL=nfs

CONFIG CINDER NETAPP SIZE
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MULTIPLIER=1.0
CONFIG CINDER NETAPP EXPIRY THRES
MINUTES=720

CONFIG CINDER NETAPP THRES AVI_SIZE_
PERC_START=20

CONFIG_CINDER NETAPP THRES AVI_SIZE_
PERC_ STOP=60

CONFIG_CINDER NETAPP NFS_SHARES=

CONFIG_CINDER_NETAPP_NFS_SHARES_CONFIG=/
etc/cinder/shares.conf

CONFIG_CINDER_ NETAPP VOLUME LIST=
CONFIG_CINDER_NETAPP VFILER=

CONFIG CINDER NETAPP PARTNER
BACKEND NAME=
CONFIG_CINDER NETAPP VSERVER=
CONFIG_CINDER NETAPP CONTROLLER_ IPS=
CONFIG_CINDER_NETAPP_SA PASSWORD=
CONFIG_CINDER NETAPP ESERIES_ HOST
TYPE=linux_dm_mp
CONFIG CINDER NETAPP WEBSERVICE
PATH=/devmgr/v2 h h
CONFIG_CINDER_NETAPP_ STORAGE_POOLS=
CONFIG_MANILA DB PW=intel
CONFIG MANILA KS PW=intel
CONFIG_MANILA BACKEND=generic
CONFIG MANILA NETAPP DRV HANDLES
SHARE SERVERS=false
CONFIG_MANILA NETAPP TRANSPORT
TYPE=https
CONFIG_MANILA NETAPP LOGIN=admin
CONFIG_MANILA NETAPP PASSWORD=
CONFIG MANILA NETAPP SERVER
HOSTNAME= B B B
CONFIG MANILA NETAPP STORAGE
FAMILY=ontap cluster N h
CONFIG_MANILA NETAPP SERVER PORT=443
CONFIG MANILA NETAPP AGGREGATE
NAME_SEARCH PATTERN=(.*) h
CONFIG MANILA NETAPP ROOT VOLUME
AGGREGATE=
CONFIG_MANILA NETAPP ROOT VOLUME
NAME=root
CONFIG_MANILA NETAPP VSERVER=
CONFIG MANILA GENERIC DRV HANDLES
SHARE_SERVERS=true
CONFIG_MANILA GENERIC_ VOLUME NAME_
TEMPLATE=manila-share-%s
CONFIG MANILA GENERIC SHARE MOUNT
PATH=/shares N B B B
CONFIG MANILA SERVICE IMAGE
LOCATION=https://www.dropbox.com/s/
vi5oehl0glgkckh/ubuntu_ 1204 nfs cifs.
gcow2
CONFIG MANILA SERVICE INSTANCE
USER=ubuntu B - B
CONFIG MANILA SERVICE INSTANCE
PASSWORD= B - B
CONFIG_MANILA NETWORK_TYPE=neutron
CONFIG_MANILA NETWORK_ STANDALONE
GATEWAY=
CONFIG MANILA NETWORK STANDALONE
NETMASK= B - B

CONFIG_MANILA NETWORK STANDALONE_
SEG_ID=

CONFIG_MANILA NETWORK_ STANDALONE IP
RANGE=

CONFIG MANILA NETWORK STANDALONE IP
VERSION=4

CONFIG IRONIC DB_PW=intel
CONFIG_IRONIC_KS PW=intel
CONFIG_NOVA DB PW=intel
CONFIG_NOVA KS PW=intel

CONFIG_NOVA SCHED CPU_ALLOC_
RATIO=16.0

CONFIG_NOVA SCHED RAM ALLOC_
RATIO=1.5

CONFIG_NOVA COMPUTE MIGRATE _
PROTOCOL=tcp

CONFIG _NOVA COMPUTE MANAGER=nova.
compute.maHager:éomputeﬁénager

CONFIG_VNC_SSL_CERT=

CONFIG_VNC_SSL_KEY=

CONFIG NOVA COMPUTE_ PRIVIF=ens20fl

CONFIG_NOVA NETWORK MANAGER=nova.
network.maﬂéger:%latDHCPﬁanager

CONFIG_NOVA_ NETWORK PUBIF=ens20f0

CONFIG_NOVA_ NETWORK PRIVIF=ens20fl

CONFIG_NOVA NETWORK
FIXEDRANGE=192.168.32.0/22

CONFIG NOVA NETWORK
FLOATRANGE=10.3.4.0/22

CONFIG_NOVA NETWORK
AUTOASSIGNFLOATINGIP=n

CONFIG_NOVA NETWORK VLAN START=100
CONFIG_NOVA NETWORK NUMBER=1
CONFIG_NOVA NETWORK SIZE=255
CONFIG NEUTRON KS PW=intel
CONFIG_NEUTRON_DB_PW=intel
CONFIG_NEUTRON L3 EXT BRIDGE=
CONFIG_NEUTRON METADATA PW=intel
CONFIG_LBAAS INSTALL=n

CONFIG_NEUTRON METERING AGENT
INSTALL=n

CONFIG_NEUTRON_FWAAS=n

CONFIG_NEUTRON ML2 TYPE
DRIVERS=vxlan

CONFIG_NEUTRON ML2 TENANT NETWORK
TYPES=vxlan

CONFIG NEUTRON ML2 MECHANISM
DRIVERS=openvswitch
CONFIG NEUTRON ML2 FLAT NETWORKS=*

CONFIG NEUTRON ML2 VLAN
RANGES=physnetl,physnet2

CONFIG_NEUTRON ML2_ TUNNEL_ID RANGES=

CONFIG NEUTRON ML2 VXLAN
GROUP=239.1.1.100

CONFIG_NEUTRON ML2 VNI
RANGES=1001:2000

CONFIG NEUTRON L2 AGENT=openvswitch

CONFIG_NEUTRON_LB INTERFACE
MAPPINGS=

CONFIG_NEUTRON OVS_ BRIDGE_MAPPINGS=
CONFIG_NEUTRON OVS BRIDGE IFACES=
CONFIG_NEUTRON_OVS_ TUNNEL_IF=

CONFIG_NEUTRON OVS VXLAN_UDP_
PORT=4789

CONFIG_HORIZON_SSL=n
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CONFIG_HORIZON SECRET KEY=dd5a2abbce
£747f7a7bafede42947d71

CONFIG HORIZON SSL_CERT=
CONFIG_HORIZON_SSL_KEY=
CONFIG_HORIZON_SSL_CACERT=
CONFIG SWIFT KS PW=intel
CONFIG_SWIFT STORAGES=
CONFIG SWIFT STORAGE_ ZONES=1
CONFIG_SWIFT STORAGE_ REPLICAS=1
CONFIG_SWIFT STORAGE_ FSTYPE=ext4
CONFIG SWIFT HASH=c2a8ece9563b4666
CONFIG_SWIFT STORAGE_ SIZE=2G
CONFIG HEAT DB PW=intel
CONFIG HEAT AUTH ENC
KEY=eb12297£095c4958
CONFIG HEAT KS PW=intel
CONFIG_HEAT CLOUDWATCH_INSTALL=n
CONFIG HEAT CFN INSTALL=n
CONFIG HEAT DOMAIN=heat
CONFIG HEAT DOMAIN ADMIN=heat admin

CONFIG HEAT DOMAIN PASSWORD=<set
your passwgrd> N N
CONFIG_PROVISION DEMO=n
CONFIG_PROVISION TEMPEST=n
CONFIG PROVISION DEMO
FLOATRANGE=172.24.4.224/28
CONFIG_PROVISION_IMAGE_NAME=cirros
CONFIG_PROVISION_ IMAGE_URL=http://
download.cirros-cloud.net/0.3.3/cirros-
0.3.3-x86_64-disk.img
CONFIG_PROVISION IMAGE_ FORMAT=gcow2

CONFIG_PROVISION IMAGE SSH
USER=cirros

CONFIG PROVISION TEMPEST USER=

CONFIG_PROVISION TEMPEST USER_
PW=intel

CONFIG_PROVISION TEMPEST
FLOATRANGE=172.24.4.224/28

CONFIG PROVISION TEMPEST REPO
URI=https://github.com/openstack/tempest.
git

CONFIG PROVISION TEMPEST REPO
REVISION=master

CONFIG_PROVISION ALL_ IN ONE OVS_
BRIDGE=n

CONFIG CEILOMETER
SECRET=54188c6a86154776

CONFIG_CEILOMETER_KS_PW=intel

CONFIG_CEILOMETER_COORDINATION
BACKEND=redis

CONFIG_MONGODB_HOST=10.250.101.10
CONFIG_REDIS MASTER_HOST=10.250.101.10
CONFIG_REDIS_PORT=6379
CONFIG_REDIS HA=n
CONFIG_REDIS SLAVE HOSTS=
CONFIG_REDIS_ SENTINEL_HOSTS=
CONFIG_REDIS SENTINEL_ CONTACT_ HOST=
CONFIG_REDIS_SENTINEL_PORT=26379
CONFIG_REDIS_ SENTINEL_QUORUM=2
CONFIG_REDIS MASTER_NAME=mymaster
CONFIG_SAHARA_DB_PW=intel
CONFIG_SAHARA_ KS_PW=intel
CONFIG_TROVE_DB_PW=intel

CONFIG TROVE KS PW=intel
CONFIG_TROVE_NOVA USER=trove
CONFIG TROVE NOVA TENANT=services
CONFIG_TROVE NOVA PW=intel
CONFIG_NAGIOS_ PW=intel

Appendix B: Updating the vIPS Sensor Image
(Upgrade Version)

1.
2.

© 00 N O U b~ W

Log in to the OSC dashboard.

On the menu, select Ssetup, Service Function
Catalog.

. Click Auto Import

. Select the zip file with the new vIPS sensor.

. Click ok.

.On the menu, select Setup, Distributed Appliance.
. Select the current distributed appliance.

.Click Edit.

.On the menu Service Function Definition, select the

new sensor.

S PS-VM100-VS5-8.1.737

10. Click OK.

11. Wait until the job is complete.

12. Check whether vIPS has a new image in the OpenStack

dashboard.
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Appendix C: References

Elasticsearch (v1.7.3)

https://www.elastic.co/guide/en/elasticsearch/reference/1.7/setup-repositories.html

F5 BIG-IP

https://www.f5.com/pdf/products/big-ip-local-trafficc-manager-ds.pdf

Installing MidoNet for OSC

https://docs.google.com/a/intel.com/document/d/107nBgYS9dFd3qqLDAKdANMC_
pVsBko5zQqGcJrctgQuM/edit?usp=sharing_eid

Open Security Controller

http://www.intel.com/content/dam/www/public/us/en/documents/datasheets/open-
security-controller-datasheet.pdf

Logstash (v1.5.4)

https://www.elastic.co/guide/en/logstash/1.5/package-repositories.html

McAfee® Network Security Manager

http://www.mcafee.com/sg/resources/data-sheets/ds-network-security-manager.pdf

McAfee® Network Security Platform virtual sensor

http://www.mcafee.com/us/resources/data-sheets/ds-virtual-network-security-
platform.pdf

Midokura Enterprise Midonet

http://www.midokura.com/midonet-enterprise/

Midokura Enterprise MidoNet (MEM) Quick Start
Guide for Red Hat Enterprse Linux 7 / Kilo

http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/
index.html

Midokura page on GitHub*

https://github.com/midokura

Red Hat Enterprise Linux 7

https://www.redhat.com/en/resources/red-hat-enterprise-linux-server

Red Hat OpenStack Platform 7

https://access.redhat.com/documentation/en/red-hat-openstack-
platform?version=7/

Appendix D: Abbreviations

ABBREVIATION | DESCRIPTION

ABBREVIATION | DESCRIPTION

ARP Address Resolution Protocol NSM McAfee Network Security Manager
CLI Command Line Interface 0sC Open Security Controller

DNS Domain Name System RAM Random Access Memory

GRE Generic Routing Encapsulation SDN Software-Defined Networking
IDS Intrusion Detection System SHVS Standard High Volume Servers
IP Internet Protocol UDP User Datagram Protocol

IPS Intrusion Prevention System vIPS Virtual IPS

JVM Java Virtual Machine VLAN Virtual LAN

LAN Local Area Network VM Virtual Machine

MAC Medium Access Control VxLAN Virtual eXtensible LAN

NFV Network Functions Virtualization

41


https://docs.google.com/a/intel.com/document/d/1O7nBgYS9dFd3qqLDAKdNMC_pVsBko5zQqGcJrctqQuM/edit?usp=sharing_eid
https://docs.google.com/a/intel.com/document/d/1O7nBgYS9dFd3qqLDAKdNMC_pVsBko5zQqGcJrctqQuM/edit?usp=sharing_eid
http://www.intel.com/content/dam/www/public/us/en/documents/datasheets/open-security-controller-datasheet.pdf
http://www.intel.com/content/dam/www/public/us/en/documents/datasheets/open-security-controller-datasheet.pdf
http://www.mcafee.com/us/resources/data-sheets/ds-virtual-network-security-platform.pdf
http://www.mcafee.com/us/resources/data-sheets/ds-virtual-network-security-platform.pdf
http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/index.html
http://docs.midokura.com/docs/latest-en/quick-start-guide/rhel-7_kilo-osp/content/index.html
https://access.redhat.com/documentation/en/red-hat-openstack-platform?version=7/
https://access.redhat.com/documentation/en/red-hat-openstack-platform?version=7/

Installation Guide | Security Solution Implementation Installation Guide

intel.

By using this document, in addition to any agreements you have with Intel, you accept the terms set forth below.

You may not use or facilitate the use of this document in connection with any infringement or other legal analysis concerning Intel products described herein. You agree to grant Intela non-
exclusive, royalty-free license to any patent claim thereafter drafted which includes subject matter disclosed herein.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL
PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY
WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO
FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

Software and workloads used in performance tests may have been optimized for performance only on Intel microprocessors. Performance tests, such as SYSmark and MobileMark, are
measured using specific computer systems, components, software, operations and functions. Any change to any of those factors may cause the results to vary. You should consult other
information and performance tests to assist you in fully evaluating your contemplated purchases, including the performance of that product when combined with other products.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from published specifications. Current characterized
errata are available on request. Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Intel technologies may require enabled hardware, specific software, or services activation. Check with your system manufacturer or retailer. Tests document performance of components on
a particular test, in specific systems. Differences in hardware, software, or configuration will affect actual performance. Consult other sources of information to evaluate performance as you
consider your purchase. For more complete information about performance and benchmark results, visit http://www.intel.com/performance.

All products, computer systems, dates and figures specified are preliminary based on current expectations, and are subject to change without notice. Results have been estimated or simulated
using internal Intel analysis or architecture simulation or modeling, and provided to you for informational purposes. Any differences in your system hardware, software or configuration may
affect your actual performance.

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. Learn more at intel.com, or from the OEM or retailer.
No computer system can be absolutely secure. Intel does not assume any liability for lost or stolen data or systems or any damages resulting from such losses.

Intel disclaims all express and implied warranties, including without limitation, the implied warranties of merchantability, fitness for a particular purpose, and non-infringement, as well as any
warranty arising from course of performance, course of dealing, or usage in trade.

Intel does not control or audit third-party websites, software, data or other information referenced in this document. You should contact such third parties to confirm whether the referenced
datais accurate.

No endorsement, sponsorship by, or association between, Intel and any third parties is expressed nor should be inferred from references to third parties and their products and services in this
document.

Intel Corporation may have patents or pending patent applications, trademarks, copyrights, or other intellectual property rights that relate to the presented subject matter. The furnishing of
documents and other materials and information does not provide any license, express or implied, by estoppel or otherwise, to any such patents, trademarks, copyrights, or other intellectual
property rights.

Intel, the Intel logo, and Xeon are trademarks of Intel Corporation in the U.S. and/or other countries.

*Other names and brands may be claimed as the property of others. © 2016 Intel Corporation. 1216/MH/MESH/PDF 335218-001US



	1.0 Introduction
	2.0 Solution Configuration
	3.0 Installation Guide
	3.1 Prerequisites to Installation of Red Hat Enterprise Linux 7.1
	3.2 Installation of Red Hat OpenStack Platform* 7
	3.3 Installing Midokura Enterprise MidoNet
	3.3.1 OpenStack Networking* Integration
	3.3.2 Apache ZooKeeper* Installation 
	3.3.3 Apache Cassandra* Installation
	3.3.4 Midokura Enterprise MidoNet Cluster Installation
	3.3.5 Midokura Enterprise MidoNet CLI Installation
	3.3.6 MidoNet Agent* (Midolman) Installation


	3.4 Adding a Compute Node to OpenStack with MidoNet
	3.4.1 Testing the New Compute Node

	3.5 Adding Uplink to an External (Public) Network
	3.6 Midokura Enterprise MidoNet Analytic Installation
	3.6.1 Prerequisites
	3.6.2 Quickstart



	3.6.3 Configuration
	3.6.4  Files and Directories
	3.6.5 Usage
	3.6.6 Update the OpenStack EndPoints


	3.7 OpenStack Deployment—Create Tenants 
	3.8 Creating and Testing a Web Server 
	3.9 Windows* VM Configuration
	3.10 Network Security Manager Installation
	3.11 Open Security Controller (OSC) Installation
	3.12 F5 Load Balancer Installation

	4.0 Demo Setup: Cross-Tenant Cross-Machine Attack
	Appendix A: The PackStack Answer File
	Appendix B: Updating the vIPS Sensor Image (Upgrade Version)
	Appendix D: Abbreviations


