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Edge Insights for Industrial 1
Edge Insights for Industrial from Intel is a set of pre-validated ingredients for integrating video and time-
series data analytics on edge compute nodes.

Edge Insights for Industrial helps to address various industrial and manufacturing usages, which include data
collection, storage, and analytics on a variety of hardware nodes across the factory floor. See How it Works.

Use the Get Started Guide for installation instructions and an introduction to the Edge Software command
line interface to learn how to manage Intel® Developer Catalog packages.

When set up is complete, choose the Tutorials section for step-by-step, hands-on walkthroughs of how to use
and configure modules in Edge Insights for Industrial.

How it Works

Edge Insights for Industrial is a set of pre-integrated ingredients designed to accelerate the development and
deployment of solutions for the industrial sector. The package is meant to be deployed on the device closest
to the data generation, such as the tool or machine assembling a product. This enables the ingestion of video
and time-series data, storage of data, performing analytics, closing the loop by transmitting a control
message, and publishing the results.

Edge Insights for Industrial is based on Open Edge Insights for Industrial and offers additional components
like reference implementation for various use cases that are accessible via custom download.

NOTE The Open Edge Insights for Industrial user guide details the capabilities of the Open Edge
Insights for Industrial modules and serves as a reference for developers. For more information, see 
Open Edge Insights for Industrial User Guide.

This section provides an overview of the modules and services featured with Edge Insights for Industrial.
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Modules and Services
For an overview of the EII modules, see below.

Video Ingestion and Analytics
Video Ingestion

Edge Insights for Industrial supports ingestion from:

• Video files
• GigE cameras
• USB cameras
• RTSP cameras

Edge Insights for Industrial uses GStreamer* and OpenCV to provide a preconfigured ingestion pipeline that
you can modify for different camera types and preprocessing algorithms. The Video Ingestion container
publishes video data, consisting of metadata and frames, to the Edge Insights for Industrial Data Bus. You
can create multiple instances of the Video Ingestion container to ingest video from multiple input sources.

Watch a video on Video Ingestion on the Edge Insights for Industrial Architecture & Technical Training page.

Video Analytics

Classifier algorithms are executed in the Video Analytics container. The container uses the Edge Insights for
Industrial Data Bus to subscribe to the input stream published by the Video Ingestion container. The
algorithms included in the container are optimized for Intel hardware using the Intel® Distribution of
OpenVINO™ toolkit (OpenVINO™ and the Intel® Math Kernel Library. You can create multiple instances of the
Video Analytics container to classify multiple video input sources.

• The Intel® Distribution of OpenVINO™ toolkit is a software development kit (SDK) for deploying deep
learning computer vision inference applications. It optimizes inferencing on your edge IoT device for Intel®

architecture.
• The Intel® Math Kernel Library is a library of highly-optimized, threaded, and vectorized math routines

designed to maximize performance on Intel® processors.

Watch a video on Video Analytics on the Edge Insights for Industrial Architecture & Technical Training page.
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Edge Video Analytics Microservice

The Edge Video Analytics Microservice (EVAM) wraps the Intel Video Analytics Serving library to provide an
EII visual ingestion and analytics module utilizing the features and functionality of the library. For more
details, refer to the Edge Video Analytics Microservice documentation.

Web Deployment Tool

Web Deployment Tool (WDT) provides a graphical interface to set up and complete the deployment process
for the Open Edge Insights for Industrial services. For more details, refer to the Web Deployment Tool
documentation.

Image Store

The image store provides storage and retrieval of images as binary blobs. You can store the images
persistently by using: In persistent storage with MinIO*, an open source, distributed, object storage server.

Watch a video on Image Store on the Edge Insights for Industrial Architecture & Technical Training page.

Time Series Analytics
Edge Insights for Industrial leverages Telegraf* for time-series data ingestion into InfluxDB*. Kapacitor*
reads data from InfluxDB*, generates alerts, and takes the appropriate action.

• Telegraf* is an agent for collecting, processing, aggregating and writing performance metrics.
• InfluxDB* is a distributed datastore for metrics, events, and real-time analytics.
• Kapacitor* is a data processing engine that handles both stream and batch data from InfluxDB, acting on

this data in real time via its programming language, TICKscript.

Watch a video on Time Series Data on the Edge Insights for Industrial Architecture & Technical Training page.

Security and Configuration
The Data Security Framework enables security through a two-stage process involving provisioning and
execution on Edge Compute Node. Its primary objective is to prevent unauthorized access of generated data
from within the system or via external network interfaces.

Edge Insights for Industrial uses etcd* for configuration management. etcd* is a consistent, distributed key-
value store that provides a reliable way to store data that needs to be accessed by a distributed system or
cluster of machines.

Manageability
Edge Insights for Industrial uses Azure* and ThingsBoard* to support over-the-air updates and to enable
cloud-to-edge manageability of application services.

For details, see Manageability section.

Docker
Docker* is a container framework widely used in enterprise environments. It allows applications and their
dependencies to be packaged together and run as a self-contained unit.

Edge Insights for Industrial Data Bus
Edge Insights for Industrial Data Bus is an abstraction over ZeroMQ*, which is used for all inter-container
communication.

ZeroMQ* is a brokerless message bus that transfers data from the source directly to the destination.
ZeroMQ* is used in TCP and IPC mode with pub-sub and request-response patterns.
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Device Manageability

Device Manageability enables software updates and deployment from cloud to device. This includes the
following:

• Software over the air (SOTA)
• Firmware update over the air (FOTA)
• Application over the air (AOTA) and system operations

The AOTA update enables cloud to edge manageability of application services running on the Edge Insights
for Industrial (EII) enabled systems through Device Manageability.

For EII use case, only AOTA features from Device Manageability are validated and is supported through
Azure* and ThingsBoard* cloud-based management front-end services. You can select either one of these
options depending on preference.

The following section will walk you through the following:

• Setting up Azure* and ThingsBoard*
• Establishing connectivity with the target systems
• Updating applications on systems

You can refer to the user guide in docs for more detailed reference.

NOTE Device Manageability was previously named Turtle Creek. Remnants of the previous name still
exist in some components. The name replacement is ongoing and will be completed in future releases.

Install Device Manageability
Prerequisites

The following are the prerequisites to install Device Manageability:

1. Ubuntu 18.04 and Ubuntu 20.04.
2. Install the latest docker cli/docker daemon. Refer to the following sections:

• Install using the repository and Install Docker Engine at https://docs.docker.com/install/linux/
docker-ce/ubuntu/#install-docker-ce.

• Also, follow the Manage Docker as a non-root user section at https://docs.docker.com/install/linux/
linux-postinstall/ to run docker without sudo.

3. Follow the below steps only if the node or system on which the docker setup is tried out is running
behind a HTTP proxy server otherwise, you can skip this step.

a. Configure proxy settings for docker client to connect to internet and for containers to access
internet. For more information, see https://docs.docker.com/network/proxy/.

b. Configure proxy settings for docker daemon. For more information, see https://docs.docker.com/
config/daemon/systemd/#httphttps-proxy.

4. Install docker-compose tool. For more information, see https://docs.docker.com/compose/install/
#install-compose

All Device Manageability devices can be controlled using a cloud service application. To install Device
Manageability, complete the following:

NOTE This step is required only if you select cloud service Azure* and ThingsBoard*.

1. Install Device Manageability agent on the machine.
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a. Run below steps for installation from manageability folder:

sudo chmod +755 install-tc.sh
sudo ./install-tc.sh

NOTE Before you install a newer version of Device Manageability, check if the system has old version
of Device Manageability. If an older version is installed then, uninstall the older version with the same
version of the uninstall script.

b. After reading all the licenses, press ‘q’ to finish.
c. Enter ‘Y’ to accept the license.

The following figure shows the terminal output you should expect to see after the installation is
complete.

d. After the Device Manageability has been installed successfully, set the following values in
the /etc/intel_manageability.conf file.

sudo vi /etc/intel_manageability.conf
e. Under the <all> </all> section, change dbs ON to OFF. Refer to the following figures. DBS

stands for Docker Bench Security, this feature of Device Manageability is not used for EII.
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f. Add the URL endpoint for the developer files to the TrustedRepositories as shown in the following
figure

<trustedRepositories>
https://api-dev.devicewise.com
</trustedRepositories>

g. Save and exit. Restart the machine to apply the changes.

EII Provisioning and Deployment via Bundle Generation
EII deployment via bundle generation requires the use of the Docker* registry. The following section outlines
some of the commands to create EII bundle

NOTE This step is required only if you select cloud service Azure Portal* and ThingsBoard*.

1. Set up the Docker registry URL, build, and push images.
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a. Update docker registry URL in DOCKER_REGISTRY variable <ip:port>. The example uses
10.221.40.65:5000/ as the Docker registry.

sudo vi [WORK_DIR]/IEdgeInsights/build/.env

b. In the same build repository, build the image using the following command:

docker-compose -f docker-compose-build.yml build
If the build is successful, you should see the following terminal output:
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c. Push the image to the registry:

docker-compose -f docker-compose-push.yml push

Generating EII Bundle for Deployment
The following steps are used to generate the EII_bundle. This software will only work on Python* 3 and
onwards.

1. Update config.json file to include the services that you need for the bundle. Ensure to exclude those
services that you do not want with the bundle.

$ sudo vi build/deploy/config.json

{
"docker_compose_file_version": "<docker_compose_file_version which is compose file version 
supported by deploying docker engine>",
"exclude_services": [list of services which you want to exclude from your deployement]
"include_services": [list of services needed in final deployment docker-compose.yml]
}

Note: Ensure that you have updated the DOCKER_REGISTRY in build/.env as mentioned in the EII
deployment section.

2. Run the following script in the terminal to generate the eii_bundle.

cd [WORK_DIR]/IEdgeInsights/build/deploy/
sudo python3 generate_eii_bundle.py -gb
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The default value for bundle name is eii_bundle.tar.gz, while the tag name is eii_bundle.

Using -t options can give you a custom tag name which will also be used for bundle generation.

The default value for the docker-compose yml path is ../docker-compose.yml.
3. The file eii_bundle.tar.gz will be created in the same folder. Create the following two bundles for the

deployment:

• Bundle 1: Generate bundle named cfgmgr_bundle.tar.gz with only “ia_configmgr_agent” as included
service.

• Bundle 2: Generate bundle named eii_bundle.tar.gz with all the required included EII services.

Creating an HTTP Local Server

NOTE This step is required only for user that select cloud service Azure* or ThingsBoard* cloud
services and for development purpose. During actual implementation, users need to have their own
cloud http server to upload the EII bundle that being generated and use the URL to fetch the uploaded
bundle on the AOTA step later.

The generated EII bundle need to available via http server to perform AOTA fetching from the cloud services.

Prerequisites

Run sudo vi /etc/environment.

Under no_proxy variable, add the local http server (example, 10.221.40.65).

1. Run the following command on the ThingsBoard machine to create the HTTP server for sharing the
eii_bundle:

python3 -m http.server [any port number]
2. Add the fileserver endpoint to the configuration file on the node that you will access via the local HTTP

server.

In the example, the steps below must be done on the new node. The new node will access the local
HTTP server to fetch the eii_bundle that is being created.

a. Open the configuration file.

sudo vi /etc/intel_manageability.conf
b. Under trustedRepositories, add the bundle hosting server endpoint on a new line. http://

xx.xxx.xxx.xx as used above.

NOTE The above example is running local HTTP server at 10.221.40.65:8000
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Cloud Service: Azure Server Setup
You can connect and control the Device Manageability devices from the Azure* portal. Create an Azure*
account from the following link: https://azure.microsoft.com/en-us/free/

To create an account, select start free, and create the account.

Setting up an Azure IoT Central Application

1. To generate a premade Device Manageability (Intel Manageability) IoT Central application get the link
from /usr/share/cloudadapter-agent/azure_template_link.txt file on Device Manageability
machine.

2. Copy and paste the link in the browser, you will be redirected to the Azure* UI as shown below.
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3. For the pricing plan, select Free (trial version). Enter the contact information and click create account.
4. After provisioning, the IoT Central application with premade device templates and dashboards will

appear. As noted before, this can be accessed at https://apps.azureiotcentral.com or through the Azure
portal.

Obtaining Device Credentials

1. To add a new device, on the side bar click the Devices tab, and then click add new device.

2. Select real on the drop-down list, on the Create New Device form, click Create.
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3. The new added device will appear on the list of the devices page. To connect the device, click on that
specific device and at the top-right bar, click Connect.

4. Device connection information form will appear as follows.
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Provisioning a device

  1  Edge Insights for Industrial Get Started

16



Prerequisites : To perform this step, the Device Manageability device needs to be installed according to the
instructions in the Installation Device Manageability section.

1. Provisioning can be done with or without TPM security by setting ‘PROVISION_TPM’. ‘PROVISION_TPM’
can be set to the Device Manageability device, users need to run these commands:

• auto: use TPM if present; disable if not present; do not prompt
• disable: do not use TPM.
• enable: use TPM; return error code if TPM not detected.
• (unset): default behavior; use TPM if present, prompt if not

2. On the Device Manageability device, run the following command:

• To run provisioning with detecting automatically TPM is present or not:

sudo PROVISION_TPM=auto provision-tc
• To run without TPM security:

sudo PROVISION_TPM=disable provision-tc
3. If the device has been already being configured, it will prompt as follows:

• Enter ‘Y’ to replace the existing configuration.
• Select ‘2’ for cloud service option.

4. A prompt for Device provision type appears; select the type of device authentication preferred: Choose
1 for SAS key authentication. If you choose option 2 - Refer to secton [2.5 - Provisoning a Device ] at ./
docs/In-Band_Manageability_UserGuide_Azure.pdf for further steps.

5. All the device credentials from obtaining device credentials will be used here. Enter the following
information accordingly.
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6. The script will then start the Intel Manageability services; when the script finishes, the device should be
able to interact with its associated IoT Central Application. To verify connectivity:

a. Check to see if telemetry/events are appearing. If the information is not seen, use the systemctl
restart cloudadapter telemetry command to restart the two agents. Allow few seconds for the
information to be populated and then refresh the page. b. Alternatively, you can trigger a command like
Reboot.

7. Run the provisioning script again, if you want to change or update the cloud service configuration.
8. On the Azure portal, the device status should change from ‘Registered’ to ‘Provisioned’ as follows:

9. The following is an example of telemetry data of the connected devices that is available to be view on
the measurement tab by the user using Azure portal.
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10. You can get the additional details information for the specific hardware and the event logs on the
Properties tab as follows:
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11. Following is an example of basic information that is shown on the Dashboard tab.
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Performing AOTA Updates Through the Azure Portal

Prerequisites: To perform this step, EII bundle need to be generated as mentioned in section Generating
EII Bundle for deployment. For testing, you can run the local http server as mentioned in the Creating an
HTTP Local Server [ONLY FOR DEVELOPMENT] section. For the actual implementation, you are expected have
your own http server or any cloud services that can provide valid URL to fetch the EII bundle.

1. Open the Azure portal, select for the specific device that user will trigger the AOTA.
2. On the menu bar, select Commands.
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3. On the list command, enter the details in the Trigger AOTA form as follows. To perform this step,
generate the EII bundle. For more information, see the Generating EII Bundle for Deployment
section.

4. Above example assumes that the http server is running at http://10.221.40.65:8000/
eii_bundle.tar.gz and the EII bundle is generated using the default tag. Leave all other sections
empty and click Run.

The sample PCB demo example of the EII Visualizer application should appear on the new node. If the
visualizer does not appear, run the following command in the new node terminal:

xhost +
You can also check that EII has been successfully deployed on the new node by checking the list of
running containers using the following command:

docker ps
This action should yield the following terminal output listing the running EII containers

By repeating the AOTA method, you can also stop EII from running on the new node. Instead of passing
command up parameter, you can pass command down parameter and the correct eii_bundle tag. To
check if EII has stopped, check the list of running containers.
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Verifying Triggered AOTA in Event

After an AOTA event is triggered, you can verify the log of the triggered call. This can be one of the
verification during development phase.

1. Go to the Device Manageability machine and run the following command to output the log of
commands:

journalctl -fu dispatcher & journalctl -fu cloudadapter
2. Note the event logs on the Azure portal server showing which commands have been run

NOTE If the event log does not appear, follow the steps below.

Change settings from ERROR to DEBUG everywhere in below files.
(Only for Development Purpose)
/etc/intel-manageability/public/dispatcher-agent/logging.ini
/etc/intel-manageability/public/cloudadapter-agent/logging.ini

3. Run the following commands

sudo systemctl restart dispatcher
sudo systemctl restart cloudadapter
sudo systemctl restart diagnostic

Cloud Service: ThingsBoard* Setup
All Device Manageability devices can be added into ThingsBoard to provision or enable the AOTA updates.

Starting ThingsBoard* as Docker [macOS*/Linux*]

1. Choose an edge device to run as the ThingsBoard server. The edge devices for ThingsBoard machine
can be either within the cluster setup or any other edge devices.

2. Run the following command to start ThingsBoard on the ThingsBoard machine.

docker run -it -p 9090:9090 -p 1884:2883 -p 5683:5683/udp -v ~/.mytb-data:/data -v ~/.mytb-
logs:/var/log/thingsboard -e MQTT_BIND_PORT=2883 -name mytb -restart always thingsboard/tb-
postgres:2.5.0

Assuming that ThingsBoard has started correctly, you should expect to see the terminal output as
shown in figure below.

3. After executing the command, the user can browse the ThingsBoard server:

<http://<host-ip>:9090>
Example: http://10.221.40.48:9090

4. ThingsBoard login page should appear, as shown in the following figure:
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5. Enter the default username and password to access the ThingsBoard home.

Username: sysadmin@thingsboard.org
Password: sysadmin

Creating a ThingsBoard* Account

1. On the homepage, click Tenant management, as shown in the following figure:
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2. At the bottom-right, click the plus button to add a new tenant. Refer to the following figure:

3. The Add Tenant form will appear as shown in the following figure. Complete the form, and then, click
ADD.
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4. New tenant entry will appear in the tenant section as shown in the followig figure. Click Manage
tenant admins to create a new user sign-in username and password.
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5. Add User form will appear as shown in figure below. Complete the form accordingly. For the Activation
Method, click display activation link, then click ADD.

6. User activation link box will appear as shown in the following figure below. Click on the activation link.
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7. You will be redirected to create a new sign-in password. Click CREATE PASSWORD to create the new
password as shown in the following figure:

8. You can now sign in using the tenant username and password. After which you will be redirected to the
ThingsBoard dashboard page as shown in the following figure:
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Adding Device Manageability Device to ThingsBoard*

1. Add the new Device Manageability device on ThingsBoard.

a. Log in to the ThingsBoard page. On the left sidebar, click Devices as shown in figure below.

b. At the bottom-right, click ‘plus’ and choose to ‘Add new device’.
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c. ‘Add device’ window will appear. Completed the fields, then click ADD.
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d. Newly added device will be shown on the devices page as shown in the following figure:
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2. Obtaining device credentials

a. Click the manage credentials icon as shown in figure below.

b. Device credentials window will appear as shown in figure below. Access token is required for
provisioning purposes.
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3. Setting up the dashboard

a. Some files need to be copied from the Device Manageability machine to ThingsBoard page in the
next step. These files can be found in the directory below.

cd /usr/share/cloudadapter-agent/thingboard
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b. On the left side bar menu, click Widget Library, then, click Add new widget at the bottom
right, and then Import widgets bundle. Drag the intel_manageability_widget.json file
into the box provided and then, click IMPORT.

c. On the left sidebar menu, click Dashboard, then at the bottom right click Add new dashboard.
Drag intel_manageability_devices.json into the box provided and then, click Import. Repeat
this step for intel_manageability_batch.json.
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d. Both the newly added dashboards will be displayed.

e. To access the dashboard, click Dashboard on the left sidebar, then on Intel Manageability
Devices. Basic information about added devices is available here.

If you have more than one device, then you can choose which device to view by clicking the highlighted
button on the top-right.
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Buttons are also available in the lower part of the screen to view the entire event log, to search for specific
event logs, or to expand the window to full screen.

Provisioning a Device

Prerequisites: To perform this step, Device Manageability needs to be installed following the instructions in
the Installation - Device Manageability section.

You must provision the Device Manageability device for it to connect to ThingsBoard.

Edge Insights for Industrial  1  

39



1. Provisioning can be done with or without TPM security by setting ‘PROVISION_TPM’. ‘PROVISION_TPM’
can be set to the Device Manageability device, user needs to run these commands:

• auto: use TPM if present; disable if not present; do not prompt
• disable: do not use TPM.
• enable: use TPM; return error code if TPM not detected.
• (unset): default behavior; use TPM if present, prompt if not

2. On the Device Manageability device, run the following command, and change the bold parameter
accordingly as mentioned above.

sudo PROVISION_TPM=auto provision
Read though the license and press Y to accept.

3. If the device was previously provisioned, the following message will appear. To override the previous
cloud configuration, press Y.

4. Select ThingsBoard as the cloud service by pressing 3 and [ENTER].
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5. A prompt for Device provision type appears; select the type of device authentication preferred: Choose
1 for Token authentication. If you choose option2 - Refer secton [2.5 - Provisoning a Device ] at ./
docs/In-Band_Manageability_UserGuide_ThingsBoard.pdf for further steps.

6. Provide the IP address of the server running ThingsBoard.

7. Provide the device token based on step 3b.

8. Use 1884s for the port configuration.

9. Prompts for ‘Configure TLS’ will appear, type ‘N’ for this.

10. The following screen will appear if cloud provisioning has been completed successfully.

The script will then start the Intel® Manageability Services. When the script finishes, you should be able to
interact with the device via the ThingsBoard dashboard.

If at any time the cloud service configuration needs to be changed or updated, run this provisioning script
again.

To add more than one device, repeat each of the previous steps, except for step 4 (Setting Up the
Dashboard).

Performing AOTA Updates Through the ThingsBoard* Page

Prerequisites: To perform this step, generate the EII bundle as mentioned in the Generating EII Bundle for
Deployment section and local http server (for development) need to be run as mentioned in Creating an
HTTP Local Server [ONLY FOR DEVELOPMENT].

1. Open the ThingsBoard page, then click the “Dashboard” page. Select Intel Manageability Devices.
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2. Select one of the previously added Device Manageability devices. In this case, you can select the new
node (node 2) in which you want to deploy the eii_bundle.

3. Click Trigger AOTA.

4. After the Trigger AOTA window opens, complete each field per the information below:

  1  Edge Insights for Industrial Get Started

42



Edge Insights for Industrial  1  

43



For the fetch information, provide the local HTTP server being set up in section Creating an HTTP Local Server
[ONLY FOR DEVELOPMENT]. The example uses http://10.221.40.48:9000/eii_bundle.tar.gz in this case.

Leave the other section empty and then, click Send.

In the previous step, the new node will access the primary node through the local HTTP server that is being
set up to fetch the eii_bundle.

In the ThingsBoard log, you can see that the eii_bundle is fetched from the local server and is deployed
successfully:

The sample PCB demo example of the EII Visualizer application should appear on the new node. If the
visualizer does not appear, run the following command on the new node terminal.

xhost +
You can also verify that EII has been successfully deployed on the new node by checking the list of running
containers using the following command:

docker ps
This command will list the EII containers that are running in the terminal output.

You can also stop EII from running on the new node by repeating the AOTA method. Instead of passing
command up parameter, You can pass the command down parameter and the correct eii_bundle tag. You can
verify that EII has stopped by checking on the list of running containers.

Verifying Triggered AOTA in Event

Once an AOTA event is triggered, you can verify the log of the triggered call. This can be one of the
verification done during development phase.

1. Go to the Device Manageability machine and run the following command to output the log of
commands:

journalctl -fu dispatcher & journalctl -fu cloudadapter
2. Note the event logs on the ThingsBoard server shows the commands that have been run.

NOTE If the event log does not appear, follow the steps below.

Change settings from ERROR to DEBUG everywhere in below files.
(Only for Development Purpose)
/etc/intel-manageability/public/dispatcher-agent/logging.ini
/etc/intel-manageability/public/cloudadapter-agent/logging.ini
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3. Run the following commands:

sudo systemctl restart dispatcher
sudo systemctl restart cloudadapter

Get Started Guide

This step-by-step guide takes you through installing the Edge Insights for Industrial on Linux and introduces
you to the Edge Software command line interface from which you manage the Intel® Developer Catalog
packages. After you complete this guide you will be ready to use a tutorial.

Before you get started with installation, refer to the Requirements section.

To use these instructions, you must download the Edge Insights for Industrial package. The download file
name is edge_insights_industrial.zip.

NOTE
Important
Save the email message you get when you download the package. Keep this message safe! This
message includes a product key that is required to complete the installation. If you do not get the
email message, use the Support Forum.

Edge Insights for Industrial is delivered as compressed .zip file that is compatible with the operating system
you selected during the download. The .zip contains a binary executable file, a manifest file that lists the
modules that will be installed, and a readme file.

If you run into problems installing the software, see Troubleshooting.

After installation, follow the Introduction to the Edge Software CLI section.This introduces you to the Edge
Software command line interface from which you manage the Intel® Developer Catalog packages.

Requirements

In addition to the Edge Insights for Industrial package, you must have the following:

Target System
• 8th generation Intel® CoreTM processor onwards with Intel® HD Graphics or Intel® Xeon® processor.
• At least 16 GB RAM for video ingestion and analytics. The recommended RAM for time series analytics

pipeline is 4 GB with Intel® Atom processors.
• At least 128 GB hard drive. Recommended 256 GB hard drive.
• An Internet connection.
• Ubuntu* 20.04 LTS or 18.04

Knowledge/Experience
You are familiar with executing Linux* commands.

Install Edge Insights for Industrial

During the installation, you will be prompted to enter your product key. This key is in the email you received
from the Intel® Registration Center. Contact Support Forum if you do not have this email message.

The steps below explain how to:
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• Prepare your target system.
• Copy the package.
• Complete the installation steps.

NOTE Be aware that screenshots may show a package version number that is different from the
current release. For information on the current release, see the :doc: Release Notes </release-
notes>.

Step 1: Prepare the Target System
Make sure your target system has a fresh installation of Ubuntu* Linux that corresponds to the version of
Edge Insights for Industrial that you downloaded. If you need help installing Ubuntu* Linux, follow these
steps:

1. Download Ubuntu* Linux* Desktop ISO file to your developer workstation.
2. Use an imaging application to create a bootable flash drive.
3. Power off your target system, insert the USB drive, and power on the system.

If the target system doesn’t boot from the USB drive, change the boot priority in the system BIOS.
4. Follow the prompts to install Ubuntu* Linux with the default configurations. For detailed instructions,

see the Ubuntu guide.
5. Power down your target system and remove the USB drive.
6. Power up the target system. You will see Ubuntu* Linux is successfully installed.
7. Log on as the root user:

su root

Step 2: Download and Copy the Edge Insights for Industrial .zip File to the Target System
In this step you download the package and copy Edge Insights for Industrial to your target system.

1. Download the Edge Insights for Industrial package.
2. Copy edge_insights_industrial.zip from the developer workstation to the Home directory on your

target system. You can use a USB flash drive to copy the file. The icon looks like this:
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Step 3: Extract the Edge Insights for Industrial Software
In this step you extract edge_insights_industrial.zip. You need to be on the target system to complete
these steps.

1. Ensure that you have a working internet connection.
2. Open a new terminal.
3. Extract the package:

unzip edge_insights_industrial.zip

NOTE If you download the file more than once, each download beyond the first is appended by a
number.
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4. (Optional) Use the link in the readme file to open this Get Started Guide on the target system for an
easy way to copy and paste commands.

Step 4: Configure your Installation
This is a mandatory step. You can use the config_install.yml file to configure the installation behavior of
the components in your target system.
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You can modify the config_install.yml per your requirements using the following information:

Edge Insights for Industrial

• d
e
v
_
m
o
d

• true: This value enables
the Production mode
which is the default
mode. In this mode,
security and encryption
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are enabled. This mode
is commonly used for
deployment.

• false: This value enables
the Development mode.
In this mode, security
and encryption are
disabled. This mode is
commonly used during
evaluation and
development as it eases
the integration and
testing of User Defined
Applications.
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:

• remove_previous_eii: Set this key value as ‘true’ if you want to
remove the already existing containers of Edge Insights for
Industrial previous installation.

• d
e
f
a
u
l
t
_
u
s
e
_
c
a
s
e
:
I
f
y
o
u
h
a
v
e
d
o
w
n
l
o
a
d
e
d
t
h
e
f
u
l
l
V
i
d
e

• video-timeseries:
Includes modules for
video and timeseries,
i.e., the full use-case.

• video: Includes only
video modules and adds
databases for storing
images and metadata of
analytics results.

• time-series: Includes
modules for time-series
data ingestion, storage
and analytics.
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• etcdroot_password: Updates the etcdroot password credential.
• influxdb_username: If the downloaded

edgesoftware_configuration.xml file contains the
InfluxDBConnector module. Set the username credential value.
The following special characters are not allowed for the
influxdb_username~:'+[/@^{%(-"*|,&<`}._=}!>;?#$)\

• influxdb_password: If the downloaded
edgesoftware_configuration xml file contains the
InfluxDBConnector module. Set the password credential value.
The following special characters are not allowed for the
influxdb__password~:'+[/@^{%(-"*|,&<`}._=}!>;?#$)\

• webvisualizer_username: If the downloaded
edgesoftware_configuration.xml file contains WebVisualizer
module. Set the username credential value.

• webvisualizer_password: If the downloaded
edgesoftware_configuration.xml file contains WebVisualizer
module. Set the password credential value.

• minio_access_key: If the downloaded
edgesoftware_configuration.xml file contains ImageStore module.
Set the access key credential value. The minio_access_key length
must be a minimum of 8 characters.

• minio_secret_key: If the downloaded
edgesoftware_configuration.xml file contains ImageStore module.
Set the secret key credential value. The minio_secret_key length
must be a minimum of 8 characters.

Step 5: Install the Edge Insights for Industrial Software

NOTE If you are running behind a proxy server, ensure that the proxy settings are configured
correctly. The edgesoftware tool uses these proxy settings to download and install the modules.

You will now run a script that will download components and install Edge Insights for Industrial on your
target system.

The software installation can take 1 to 3 hours depending on the package you chose. The completion time
depends on your target system and Internet connection.

1. Run these commands:

cd edge_insights_industrial/
chmod 775 edgesoftware
./edgesoftware install
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NOTE If you encounter any Docker* pull-related issues during the installation process, refer to
the :doc: Troubleshooting </install-edge-insights-for-industrial> section at the end of this
document.

2. Type the product key at the prompt:
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NOTE See the Edge Insights for Industrial based Reference Implementation (RI) tutorial requirements
in the table below.

S.No RI Tutorial Applicable Use Case Requirement

1 Defect Detection Demo Video Analytics or
Video Analytics and
Time series

Download the installer
package through the
Download
Recommended
Configuration option
by choosing one of the
use cases (see
Applicable Use Case
column) in the Edge
Insights for Industrial
package.

Based on components selected and system configuration, you might be prompted for additional actions if you
have not configured the config_install.yml file correctly.

When the installation is complete, you see the message Installation of package complete and the
installation status for each module.
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NOTE For Time series or Video Analytics and Time series use cases, the demo for time series does not
start automatically, unlike the video use case. Follow the step below to see the time series
demonstration:

• Launch Grafana to see the time series visualization. For details, refer to Open Edge Insights
Grafana information.

To confirm your installation was successful and for a quick look at how it works, use the Introduction to the
Command Line Interface.

Steps for Manual Installation of Manageability Module

NOTE Manageability is downloaded by default, but not auto-installed.

• Go to edge_insights_industrial/Edge_Insights_for_Industrial_<version>/manageability/
where <version> indicates the downloaded version of Edge Insights for Industrial.

• Refer to the steps in README.md for manual installation of manageability component.

Troubleshooting
• Make sure you have an active internet connection during the full installation. If you lose Internet

connectivity at any time, the installation might fail.
• If the eii installer component fails to install after running the ./edgesoftware install command,

check the running containers list using docker ps command and check the logs of the failing containers
to find out why they are failing. Mostly services like InfluxDBConnector, Grafana, Imagestore, etc., fail if
the port is already used by other process on the host m/c as EII uses docker host network. Please make
sure to free up that port and re-run the ./edgesoftware install command or follow the steps below:

• Go to edge_insights_industrial/Edge_Insights_for_Industrial_<version>/
IEdgeInsights/build
where <version> indicates the downloaded version of Edge Insights for Industrial.

• Run sudo sg docker -c docker-compose up -d command to relaunch services.

Restart Mode

The following services may be in restart mode after successful installation. Refer to the respective
README.md files to troubleshoot, where <version> indicates the downloaded version of Edge Insights for
Industrial:

• Visualizer:edge_insights_industrial/Edge_Insights_for_Industrial_<version>/
IEdgeInsights/Visualizer/README.md

• FactoryControlApp:edge_insights_industrial/Edge_Insights_for_Industrial_<version>/
IEdgeInsights/FactoryControlApp/README.md

• RestDataExport:edge_insights_industrial/Edge_Insights_for_Industrial_<version>/
IEdgeInsights/RestDataExport/README.md

Docker Image Pull Issue

This issue can be because of the latest pull rate limitations introduced by Docker hub.

• Please check this Docker site article to help determine the exact pull limit that’s applicable on the system
where you are trying to pull the publicly available Docker hub images, such as Docker, Python, etc.

NOTE This limit is only applicable for the 6-hour window.
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• If you see this issue with an anonymous user (pull limit of 100), i.e., without Docker login, you can create
an account and try to do the build after running the command: docker login -u <username> -p
<password>. The alternative is to use a paid subscription.

If you’re unable to resolve your issues, go to the Support Forum.

Introduction to the Edge Software CLI

edgesoftware is a command line interface (CLI) that helps you manage packages on the Intel® Developer
Catalog.

This guide describes the CLI commands and their usage. In this guide you will:

• Try out commands and get familiar with the CLI and the package you installed.
• Learn to update modules.
• Learn to install custom components.
• Learn to export the package you installed, including custom modules, so you can install it on other edge

nodes.

Get Started with the edgesoftware CLI
Use the information in this section to try out the edgesoftware CLI commands.

NOTE Be aware that screenshots may show a package version number that is different from the
current release. For information on the current release, See the Release Notes.

To begin:

1. Open a terminal window.
2. Go to the edge_insights_industrial/ directory.
3. Try out the following commands.

Get Help or List the Available Commands

• Command:

./edgesoftware --help
• Response:

Usage: edgesoftware [OPTIONS] COMMAND [ARGS]...
A CLI wrapper for management of Intel® Edge Software Hub packages

Options:
  -v, --version   Show the version number and exit.
  --help          Show this message and exit.

Commands:
  download  Download modules of a package.
  export    Exports the modules installed as a part of a package.
  install   Install modules of a package.
  list      List the modules of a package.
  log       Show log of CLI events.
  pull      Pull Docker image.
  uninstall Uninstall the modules of a package.
  update    Update the modules of a package.
  upgrade   Upgrade a package.

Edge Insights for Industrial  1  

59

https://hub.docker.com/
https://hub.docker.com/
https://www.docker.com/pricing
https://software.intel.com/en-us/forums/intel-edge-software-recipes


Download Package Modules

• Command:

./edgesoftware download
• Response: Downloads and unzips the modules of the package.
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View the Software Version

• Command:

./edgesoftware --version
• Response: The edgesoftware version, build date, and target OS.

List the Package Modules

• Command:

./edgesoftware list
• Response: The modules installed and status.

List Modules Available for Download

• Command:

./edgesoftware list --default
• Response: All modules available for download for that package version, modules ID and version.

Display the CLI Event Log
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• Command:

./edgesoftware log
• Response: CLI event log information, such as:

• target system information (hardware and software)
• system health
• installation status
• modules you can install

See the Installation Event Log for a Module

•
Command:

./edgesoftware log <MODULE_ID>

You can specify multiple <MODULE_ID> arguments by listing them with a space between each.
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NOTE To find the module ID, use

./edgesoftware list
• Response: The installation log for the module.

Install Package Modules
This edgesoftware command installs package modules on the target system. To do so, the command looks at
edgesoftware_configuration.xml that was downloaded from the Intel® Developer Catalog when you
installed the Edge Insights for Industrial software. This file contains information about the modules to install.

During the installation, you will be prompted to enter your product key. The product key is in the email
message you received from Intel confirming your Edge Insights for Industrial download.

NOTE
Important
Do not manually edit edgesoftware_configuration.xml.

1. Open a terminal window.
2. Go to the edge_insights_industrial/ directory.
3. Run the install command:

./edgesoftware install

Update the Package Modules

NOTE On a fresh Linux installation, you might need to use the install command at least once before
performing an update. install makes sure all dependencies and packages are installed on the target
system.

./edgesoftware install
When you are ready to perform the update, use:

./edgesoftware update <MODULE_ID>

During the installation, you will be prompted to enter your product key. The product key is in the email
message you received from Intel confirming your Edge Insights for Industrial download.

NOTE To find the module ID, use

./edgesoftware list --default

Export the Package for Installation
The edgesoftware CLI lets you package the installed modules, customer applications, and dependencies as
part of a package. The export is provided in a .zip file that includes installation scripts, XML files, and an
edgesoftware Python* executable.
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Command:

./edgesoftware export

Uninstall the Packages
The edgesoftware CLI lets you uninstall the complete package or individual components from the package.

To uninstall individual package, run the following command:

./edgesoftware uninstall
<Module-ID>

To uninstall all the packages, run the following command:

./edgesoftware uninstall -a
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Summary and Next Steps
By following this guide, you tried a few commands to familiarize yourself with the features of the
edgesoftware CLI.

To start using Edge Insights for Industrial, go to Tutorials.

Tutorials

Follow the tutorial in this section to learn how to use and configure Edge Insights for Industrial for the Defect
Detection Demo.

With step-by-step instructions covering real world usage scenarios, tutorials provide a learning path for
developers to follow for mastering the usage of Edge Insights for Industrial.

Get started in your learning journey:

• Defect Detection Demo

Defect Detection Demo

Prerequisite: The Defect Detection Demo tutorial requires video pipeline services, which are available in the
Video Analytics or Video Analytics and Time series use cases installer package downloaded through the
Download option for the Edge Insights for Industrial package.

In this tutorial, you’ll run the Defect Detection Demo to verify that Edge Insights for Industrial was installed
successfully and to start getting familiar with its modules and structure. By following this tutorial, you will
learn:

• How to start Edge Insights for Industrial
• How to visualize the results of the demo application
• How the application works at a high level
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NOTE Be aware that screenshots may show a package version number that is different from the
current release. See the Release Notes for information on the current release.

How it Works
The Defect Detection Demo performs a quality control inspection on a video of the printed circuit boards
(PCBs). In this scenario, the PCBs are inspected for quality control and detects two types of defects:

• A missing component. In the following illustration, PCB #1, on the left, is missing a component. PCB #2,
on the right, shows the component in place:

• A component short: In the following illustration, PCB #1, on the left, has two solder joints connected that
should not be connected, resulting in a short. PCB #2, on the right, shows the correct solder:

Step 1: Start the Edge Insights for Industrial Containers
1. Run the Edge Insights for Industrial:

xhost +
cd $HOME/edge_insights_industrial/Edge_Insights_for_Industrial_<version>/IEdgeInsights/build
sudo ./eii_start.sh

where <version> indicates the downloaded version of Edge Insights for Industrial.

Success is indicated by a screen similar to:
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In addition, the visualizer displays an image that displays metadata and a separate window that shows
the PCB image with the defects outlined by red boxes:

  1  Edge Insights for Industrial Get Started

68



NOTE If the Visualizer UI does not show up and you notice the error couldn't connect to display
":0" after running the command docker logs -f ia_visualizer, check the value of the DISPLAY
environment variable on the host machine. Use the command:

env | grep DISPLAY
Set the value for the DISPLAY environment variable in the ia_visualizer service in the HOME/
edge_insights_industrial/Edge_Insights_for_Industrial_<version>/IEdgeInsights/
build/docker-compose.yml file. Then bring up the ia_visualizer UI with the command:

docker-compose up ia_visualizer
For example,

$ env | grep DISPLAY
DISPLAY=:1

Set =:1 as the DISPLAY environment value in the ia_visualizer service in thedocker-compose.yml
file.
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2. Verify the containers are running:

docker ps
The result looks similar to:

The following table describes the contents of the screen.

Note that <version> indicates the downloaded version of Edge Insights for Industrial.

Image Column Content Description

ia_video_ingestion:<version> Ingests video frames from a video source, like a
video file or camera, using the GStreamer*
pipeline. Data, consisting of a frame and
metadata, is published to the message bus.

ia_video_analytics:<version> Use OpenVINO™ on the data to perform
inference. The data are received from the video
ingestion and new data is published to the
message bus.

ia_visualizer:<version> Use a Python-based visualizer to display the
frame sent by video analytics.

  1  Edge Insights for Industrial Get Started

70



Image Column Content Description

ia_etcd:<version> etcd* provides endpoint configurations to
establish the message bus and configuration of
Edge Insights for Industrial containers.

ia_etcd_ui:<version> Web user interface for etcd* configurations.

3. Check the log files to verify the data pipeline in Edge Insights for Industrial is working correctly:

sudo docker logs -f ia_video_analytics

1. Press Ctrl+C on your keyboard to stop the log file.

NOTE You must stop the containers to close the visualizer.
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Step 2: Stop the Edge Insights for Industrial Containers
1. Stop the Edge Insights for Industrial containers:

cd $HOME/edge_insights_industrial/Edge_Insights_for_Industrial_<version>/IEdgeInsights/build
sudo sg docker -c `docker-compose down`

where <version> indicates the downloaded version of Edge Insights for Industrial.

How the PCB Defect Detection Demo Works
Video frames are sent to a Python* application named filter in the Video Ingestion container where
unwanted frames are filtered out and frames of interest are passed to a Python application named classifier.
The classifier application is also in the Video Analytics container. This container is for deep learning inference
via the data bus.

Results are saved to a database and passed to the data bus, which is used by the Visualizer container that
runs a sample Python application to display the images on the target system.
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Summary and Next Steps
In this tutorial, you learned to start Edge Insights for Industrial and see the results of the demo application
as it performed a quality control inspection on a video of PCBs. You also learned how the application works at
a high level and are more familiar with its modules and structure. For more Edge Insights for Industrial
features/configurations, refer to edge_insights_industrial/
Edge_Insights_for_Industrial_<version>/IEdgeInsights/README.md, where <version> indicates
the downloaded version of Edge Insights for Industrial.

Release Notes

Edgesoftware CLI Features
Initial features for recommended configuration include:

• Installs Docker CE*
• Installs Docker Compose*
• Installs all the prerequisites and dependencies for Edge Insights for Industrial.
• Installs and sets up the Edge Insights for Industrial.
• Provisions Edge Insights for Industrial based on user input 1) Production or 2) Developer mode.
• Supports below use cases:

• Video Analytics + Time Series
• Video Analytics
• Time Series

• Brings up all container images as per the use case selected during Edge Insights for Industrial installation.
• Downloads Manageability module, which can be installed manually with TPM and non-TPM capability.
• Custom flow enabled users to select or deselect different modules as per their choice.

EII v3.0.1
EII v3.0.1 is a bugfix release on top of EII v3.0 release.

Fixes

• General security fixes have been applied. Use the EII v3.0.1 docker images available at Docker Hub.
• Added the prerequisite step in README.md of having the openssh-server installed for the Web

Deployment Tool backend service
• Fixed OpcuaExport docker build issue (fixed the mbedtls path issue in the Dockerfile). To avoid this issue,

use the openedgeinsights/ia_opcua_export:3.0 from the Docker Hub.
• Fixed Kapacitor launch issue by updating the conda_requirements.txt. To avoid this issue, use the

openedgeinsights/ia_kapacitor:3.0 from the Docker Hub.

Known Issues

• While bringing up the ia_azure_bridge service, protobuf related issue can occur. In this scenario, add
protobuf==3.20.2 in the [WORKDIR]/IEdgeInsights/AzureBridge/modules/AzureBridge/
requirements.txt file and rebuild the ia_azure_bridge docker image. To avoid this issue, use the
openedgeinsights/ia_azure_bridge:3.0 from the Docker Hub.
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• While executing on the Alder Lake 12th Gen Intel(R) Core Processors, the VideoIngestion service can
crash with the Gstreamer VAAPI element error. In this scenario, to install the required GPU drivers, make
the following changes from line 155 through 157 in the [WORKDIR]/IEdgeInsights/VideoIngestion/
Dockerfile and rebuild the ia_video_ingestion image:

# Installing Intel® Graphics Compute Runtime for OpenCL™
# RUN /bin/bash -c "source /opt/intel/openvino/bin/setupvars.sh && \
#                  cd /opt/intel/openvino/install_dependencies && \
#                  yes | ./install_NEO_OCL_driver.sh --auto || true"
RUN apt update && apt-get install -y gpg-agent wget
RUN wget -qO - https://repositories.intel.com/graphics/intel-graphics.key | gpg --dearmor --
output /usr/share/keyrings/intel-graphics.gpg
RUN echo 'deb [arch=amd64 signed-by=/usr/share/keyrings/intel-graphics.gpg] https://
repositories.intel.com/graphics/ubuntu focal-legacy main' | \
    tee  /etc/apt/sources.list.d/intel.gpu.focal.list
RUN apt-get update && apt-get install \
    yes | intel-opencl-icd --auto || true \
    intel-level-zero-gpu level-zero \
    intel-media-va-driver-non-free libmfx1 libmfxgen1 libvpl2

EII 3.0 Changes
The details of the changes for EII 3.0 is available here (Open Edge Insights for Industrial v3.0).

NOTE The Training and Learning Suite (TLS) is not supported in EII v3.0.

Release Content

Subproject (component) Location Revision

IEdgeInsights edge_insights_industrial/
Edge_Insights_for_Industria
l_3.0/IEdgeInsights

v3.0

Manageability edge_insights_industrial/
Edge_Insights_for_Industria
l_3.0/manageability

v3.0

Documentation Archive

View earlier version of Edge Insights for Industrial documentation:

• 2.6.3

NOTE Only the most current version of the documentation is maintained and updated.
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https://open-edge-insights.github.io/pages/release.html#oei-v3-0
https://software.intel.com/content/www/us/en/develop/documentation/edge-insights-industrial-2-6-3-doc/top.html
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