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Executive Summary

Al (artificial intelligence) models, including generative Al (also known as GenAl) models, have demonstrated enormous
power and capabilities, yet they are not simple applications that can be activated and forgotten. Rather, they require a
great deal of preparation, maintenance and monitoring to function accurately, and companies must tackle a range of risks
and challenges in using Al models effectively.

Market Scale and Opportunity

e  Coresight Research estimates that the global GenAl hardware and applications market totals $79.8 billion in 2024
and will grow quickly over the next few years, to $235.5 billion in 2028.

Executive Summary Figure 1. Estimated Global GenAl Hardware and Applications Market Size (Left Axis; USD Bil.) and
YoY Growth (Right Axis; %)
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Coresight Research Analysis
1. Pre-Deployment: High-Quality Input Data Are Essential for High-Quality Output

e Al models require clean, high-quality data in order to produce accurate, reliable results, underscoring the “garbage
in, garbage out” (GIGO) concept. Training and input data need to be free of biases, proprietary business
information and personal identifiable information unintentionally ingested during the training process, and must
be protected from hackers and saboteurs.

2. At the Time of Deployment: Al Models Face a Knowledge Gap When the Training Ends and Can Have an Expiration
Date

e Afreshly trained Al model is in a pristine state that exists only for its first use, as using an Al model irrevocably
changes it. This is by design, since its outputs are generally fed back into the model to adjust its parameters to
make it more accurate over time. The release of a model also freezes it in time, with its output only representing
the data it ingests during its training period. Thus, changes in how the model operates over time could cause it to
become slightly inaccurate, representing model drift, or fall below certain thresholds, becoming inaccurate and
requiring a round of tuning or the selection of a new model altogether. This evolution in the behavior of a model
over time is in fact an intended, valuable feature, reflecting its ability to learn.
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3. During Deployment: Models Need To Be Supervised, Since They Do Not Know Right from Wrong

GenAl models return answers that have the highest correlation between the input prompt and training data, and
they do not strictly “know” whether the output is correct or palatable to the user. A model can produce results
that are clearly wrong, or generate other types of undesired and offensive results, including hallucinations, toxicity,
representative biases and internal data leaks.

The output from an Al model can be biased for several reasons, such as training data bias, algorithmic bias and
cognitive bias.

Users of Al models need to have an ongoing process for monitoring models, so as to ensure accuracy and prevent
biases or toxicity. The model-monitoring algorithm should recommend reconfiguring or retraining a model if its
results are no longer acceptable.

4. After Deployment: Users of Al Models Need To Comply with Corporate, Social and Legal Concerns

Enterprises making use of Al models have many regulations and requirements—internal and external—with which
they must comply to satisfy their legal teams, shareholders and governmental entities. For example, users of Al
models may need to create an audit trail of the inputs, computation and outputs of an Al model for an inquiry in
the event of a mis-execution or a lawsuit, or to provide evidence of compliance with laws or industry regulations.
Privacy and cybersecurity are key concerns surrounding Al technology, due to the early leakage of corporate data
in the early days of GenAl, and hackers are likely actively searching for opportunities to poach personal data from
poorly secured Al models, which have been created by Al experts who may not be as knowledgeable in
cybersecurity.

What We Think

The power that GenAl puts into users’ hands—in its ability to create text, images, videos and other media—in response to a
prompt written in regular human language underplays the substantial technical expertise (and financial expense) required
to create, train, and maintain and manage Al models. This democratization of Al—putting it into everyone’s hands and
making complex technology simple—is positive for all users, though it hides the considerable underlying effort. Enterprise
users have higher requirements in terms of output, traceability and governance than consumers and need to consider all
the aspects of creating and maintaining an Al model before jumping in, especially when risks like potential litigation or
damage to corporate image from inaccurate or hurtful results are considered. The potential benefits of using Al models are
enormous, yet the cost and effort required in operating a model is likely much higher than at first glance.

Brands/Retailers Poised To Gain Advantage

In addition to corporate risks, brands and retailers face the risk that toxic, inappropriate or even misaligned
content generated by Al can harm their brand images. They will want to implement a heightened level of
supervision and monitoring to ensure that content meets all these needs.

Early adopters that define their use and business cases will be early beneficiaries of the power of Al technology,
and their accumulated experience will afford them an early advantage versus laggards. Walmart, for example,
published a Responsible Al Pledge featuring six principles in October 2023, and Amazon published its commitment
to the use of responsible Al in July 2023. L’Oréal’s 2023 annual report includes its principles for trustworthy Al.

Brands/Retailers That Risk Losing Advantage

Retailers that interact directly with LLMs (large language models)—i.e., not through an application or other
platforms that provide a layer of protection—will have to take additional measures to ensure that their data is
protected, outputs are acceptable, and compliance and governance requirements are met.

Retail companies that do not define their data and Al needs and that do not experiment with GenAl technology to
understand its capabilities or needs will be at a competitive disadvantage.
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Introduction

Artificial intelligence (Al)—including generative Al (also known as GenAl)—has amply demonstrated its power in making
predictions, finding unseen relationships and anomalies among data, and generating text, graphics, video, computer code
and data. Al platforms are not turnkey machines that can be plugged in and left alone; rather, they require careful analysis
of the data going into and coming out of the model, as well as maintenance of the model itself to ensure that the product is
free of toxicity, biases and hallucinations and that it meets corporate and governmental requirements.

Companies must tackle a range of risks and challenges in using Al models—Ilarge language models (LLMs)—effectively; they
must make sure they are aware of the considerations necessary to operate an accurate, well-behaved model. To this end,
this report offers a detailed overview of Al risks and challenges, with recommended actions that retail companies should
take to ensure that Al models operate effectively (producing reliable output) and are used responsibly.

This report aims to inform senior-level retail executives (as compared to Al engineers or ClOs) about the steps that need to
be taken before the deployment of Al models, the issues that arise during their operation and the considerations that may
be relevant long after they have been retired.

This report is made available to non-subscribers of Coresight Research through its sponsorship by Intel.
Market Scale and Opportunity

Coresight Research estimates that the global GenAl hardware and applications market totals $79.8 billion in 2024 and will
grow quickly over the next few years, to $235.5 billion in 2028.

Figure 1. Estimated Global GenAl Hardware and Applications Market Size (Left Axis; USD Bil.) and YoY Growth (Right Axis;
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Al Models—Navigating the Risks and Challenges: Coresight Research Analysis

We categorize the risks and challenges of using Al models into four areas: pre-deployment, maintenance, monitoring and
governance, which we discuss in this report. In Figure 2, we offer a checklist for brands and retailers using Al to navigate the
risks and challenges across these four areas.

Figure 2. Navigating Al Risks and Challenges: Checklist for Brands and Retailers
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1. Pre-Deployment: High-Quality Input Data Are Essential for High-Quality Output

Al models require clean, high-quality data in order to produce accurate, reliable results, underscoring the “garbage in,
garbage out” (GIGO) concept. Training and input data need to be free of biases, proprietary business information and
personal identifiable information unintentionally ingested during the training process, and must be protected from hackers
and saboteurs, as we detail below.

Training Bias

Machine learning (ML) and GenAl models are created by ingesting a great deal of training data that define the relationships
used in the model and are used to infer new relationships. If the training data are flawed or biased, then the outputs could
be flawed or biased as well. For example, applicant tracking systems, in seeking to refer the most qualified candidates,
could inadvertently favor applicants of a certain sex or race.
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