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Enabling Telco Cloud in layered stack with Kubernetes
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Deployments
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Dashboard Deployments > pods-ab
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Placement with Intel® QuickAssist Technology (QAT)
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alpha.kubernetes-incubator.
alpha.kubernetes-incubator.
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kubernetes-incubator.
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kubernetes-incubator

role.kubernetes.1o/node=

alpha.kubernetes-incubator.
alpha.kubernetes-1incubator.
alpha.kubernetes-incubator.
alpha.kubernetes-incubator.

kubernetes.lo/arch=amd&4a

alpha.kubernetes-incubator.
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alpha.kubernetes-1incubator.
alpha.kubernetes-1incubator.
alpha.kubernetes-incubator.
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fs-1ncubator.
.1o/nfd-cpuid-BMI2=true
alpha.kubernetes-incubator.
alpha.kubernetes-incubator.

Z1o/nfd-network-sriov=true

10/nfd-cpuid-HTT=true
10/nfd-cpuid-555E3=true
10/nfd-cpurd-HLE=true
10/nfd-cpuird-FMA3=true
1o0/nfd-cpuid-AvxX2=true

1o0/nfd-cpuid-MMXEXT=true
1o/nfd-cpuid-Avx512DQ=true
10/nfd-cpuid-MMX=true
1o0/nfd- rdt-RDTMBA=t rue
10/nfd-cpurd-RTM=true

1o0/nfd-cpuid-Fl6C=true

1o/nfd-rdt-RDTCMT=true
1o/nfd-cpuid-ADX=true

10/nfd-memory-numa=true
1o0/nfd-rdt-RDTL3CA=true
10/nfd-cpuird-55E=true

1o/nfd- rdt-RDTMON=true

1o/nfd-cpuid-NX=true
1o/nfd-cpuid-SSE4.2=true
10/nfd-pstate-turbo=true
1o0/nfd- rdt-RDTMBM=t rue
10/nfd-cpurd-RDTSCP=true
1o/nfd-1ommu-enabled=true
10/nfd-cpuid-LZCNT=true
1o0/nfd-cpuid-SSE2=true
1o/nfd-cpuid-AvX512VL=true

10/nfd-cpuid-AESNI=true
10/nfd-cpuid-AvX512CD=true

1o0/nfd-storage-nonrotationaldisk=true
10/node-feature-discovery.version=v8.3.0

[root@masterl ~]# kubectl describe pod demo-g2xln

Name : demo-g2xln
Namespace: default
Priority: ]

PriorityClassName: ~=Mone=
Node : node?/192.168.0.237
Etart Time: :13:23 +0300
| abels: <none=
innotations: k&s.vl.cnl.cncf.l1o/networks-status:
[{
"name": "cni@",
"interface": "etha",
Ilipsll: [
"10.244. 2.23"
I,
"mac": "Ba:58:0a:f4:02:17",
"default": true,
“dr'IS”: {}
o
Ltatus: Running
[P 10.244.2 .23
Contalners:
demonginx:
s g g s oy e L+ A e % et e s s et fames e Ceae i e g e e
Conditions:
Type Status
Initialized True
Ready True
ContainersReady  True
Podscheduled True
Volumes:
default-token-mljgc:
Type: Secret (a volume populated by a Secret)
SecretName: default-token-mljgc
Optional: false

QoS Class: urstable
Node-Selectd(s: gat=true )
Tolerations: .1o/not-ready:NoExecute for 3880s

node . kubernetes.1o/unreachable:NoExecute for 308s
Events: <none>
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Intent based placement
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Cloud Instances — F5 BIG IP on AWS
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. F5Use Cases
Initial Demo Setup

Cloudify Orchestration Leverages Node Feature Discovery
to Optimize NGINX Service Placement
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Intel® EPA and Cloudify® KUBERNETES CLUSTER
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Intel® EPA and Cloudify®
Orchestration — Setup

Backend application pods
are deployed with no
particular affinity.
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Intel® EPA and Cloudify®
Orchestration — Setup

Services have self-sorted
to be on optimized nodes.

Now the cluster is
ready for traffic.
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 F5Use Cases:
Ingress security

F5 Container Ingress Services Leveraging Intel® Programmable Acceleration
Card (PAC) to Optimize Security



Ingress examples
Security (PAC, DDOS)

In this scenario, we are
using BIG-IP Virtual
Edition on a node with a
SmartNIC installed.
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Ingress examples
Security (PAC, DDOS)

Legitimate application
traffic arrives and is
directed to the correct
service in K8s or in
another cloud.
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Ingress examples L \
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Ingress examples
Security (PAC, DDOS)
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Ingress examples
Security (PAC, DDOS)

Normal traffic
continues to flow.
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- F5Use Cases: . PR
~ Ingress encryptlon/decryptlon
offload

F5 Container Ingress Services Leveraging Intel® Quick Assist Technology (QAT)
to Optimize Encryption and Decryption
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Ingress examples

Encrypt/Decrypt

Unencrypted and re-
encrypted traffic sent
to services within K8s
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Visit us to see demonstrations at:

Intel booth B14 F5 Networks booth C6
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