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Enabling Telco Cloud in layered stack with Kubernetes
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▪ Multiple network interfaces for VNFs
▪ High performance Data Plane (E-W, N-S)
▪ Node Feature Discovery - platform capabilities
▪ Device Plugin (SR-IOV, Intel® QAT, FPGA…)
▪ CPU Core-Pinning and isolation for K8s pods
▪ Huge Page allocation
▪ Topology Manager - Guarantee NUMA alignment
▪ Platform Telemetry
▪ Installation playbook
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Deployments



Placement with Intel® QuickAssist Technology (QAT)

NGINX deployed 

on QAT K8S node

NGINX deployed 

on any K8S node
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Results
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Intent based placement
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Cloud Instances – F5 BIG IP on AWS

Big-IP instance deployment 

on AWS
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F5 Use Cases:
Initial Demo Setup
Cloudify Orchestration Leverages Node Feature Discovery 

to Optimize NGINX Service Placement
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BIG-IP

Virtual Edition(s)

Containers

VIPRION Platform

KUBERNETES CLUSTER

Servers

COTS

Servers

COTS+

F5 CONTAINER 

INGRESS SERVICES

BIG-IP

Virtual Edition(s)

BIG-IP

Virtual Edition(s)

K8s nodes are labelled, 

when added to K8s 

cluster, using Intel 

Node Feature Discovery 

(ex. Intel Quick Assist 

Tech—QAT)

F5 Container Ingress 

Service can be deployed 

using virtual or physical 

models.  For the demo, we 

used BIG-IP Virtual Edition.

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering
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K8s nodes are labelled, 

when added to K8s 

cluster, using Intel 

Node Feature Discovery 

(ex. Intel Quick Assist 

Tech—QAT)

KUBERNETES CLUSTER

QAT

Node

Node

Node feature 

discovery (NFD)

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Cloudify orchestrates 

labeling nodes, using Intel 

Node Feature Discovery 

ex. Intel® QuickAssist 

Technology, (Intel® QAT)
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Pods are deployed 

based on node affinity, 

with some optimized for 

Intel® QAT offload.

F5 CIS establishes 

connections to the new 

services, utilizing the 

K8s API.

KUBERNETES CLUSTER

NGINX-based services

NGINX-based services

QAT

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Node

Node

<none><none>

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES
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KUBERNETES CLUSTER

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

QAT

APPS

Node

Node

Backend application pods 

are deployed with no 

particular affinity.

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering
<none>
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Services have self-sorted 

to be on optimized nodes.

Now the cluster is 

ready for traffic.

KUBERNETES CLUSTER

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

QAT

APPS

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Node

Node

<none>
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F5 Use Cases:
Ingress security
F5 Container Ingress Services Leveraging Intel® Programmable Acceleration 

Card (PAC) to Optimize Security
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Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

KUBERNETES CLUSTER

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

QAT

In this scenario, we are 

using BIG-IP Virtual 

Edition on a node with a 

SmartNIC installed.

PAC

Node

Node

<none>
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KUBERNETES CLUSTER

QAT

Public Cloud

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

PAC

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Legitimate application 

traffic arrives and is 

directed to the correct 

service in K8s or in 

another cloud.

Node

Node

Encrypted

Unencrypted

<none>
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KUBERNETES CLUSTER

QAT

Public Cloud

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

PAC

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

A volumetric/DDoS 

attack arrives and is 

identified as an attack.

Node

Node

<none>

Encrypted

Unencrypted
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KUBERNETES CLUSTER

QAT

Public Cloud

BIG-IP

Virtual Edition(s)

PAC

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

The attack traffic is 

accelerated onto the 

Intel® Programmable 

Acceleration Card (PAC) 

where it is either dropped 

or redirected to 

a scrubber

F5 CONTAINER 

INGRESS SERVICES

Node

Node

<none>

Encrypted

Unencrypted
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KUBERNETES CLUSTER

QAT

Public Cloud

BIG-IP

Virtual Edition(s)

PAC

Intel® EPA and Cloudify®

Orchestration – Setup

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Normal traffic 

continues to flow.

F5 CONTAINER 

INGRESS SERVICES

Node

Node

Encrypted

Unencrypted

<none>
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F5 Use Cases:
Ingress encryption/decryption 
offload
F5 Container Ingress Services Leveraging Intel® Quick Assist Technology (QAT) 

to Optimize Encryption and Decryption
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K8s Node Labels

COTS/COTS+ matchmaking

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Deployment: virtual 

F5 BIG-IP running on 

server with Intel®

QuickAssist Technology 

(QAT)

KUBERNETES CLUSTER

QAT

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

Node

Node

Encrypted

Unencrypted

QuickAssist

Technology

<none>
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K8s Node Labels

COTS/COTS+ matchmaking

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Traffic decrypted 

using Intel® QAT offload

KUBERNETES CLUSTER

QAT

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

Node

Node

Encrypted

Unencrypted

QuickAssist

Technology

<none>
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KUBERNETES CLUSTER

QAT

Node

Node

K8s Node Labels

COTS/COTS+ matchmaking

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Unencrypted and re-

encrypted traffic sent 

to services within K8s

Encrypted

Unencrypted

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

QuickAssist

Technology

<none>
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KUBERNETES CLUSTER

QAT

Node

Node

Public Cloud

K8s Node Labels

COTS/COTS+ matchmaking

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Decrypted traffic 

identified for steering to 

another destination in 

Public Cloud

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

Inspecting 
Traffic

Encrypted

Unencrypted

QuickAssist

Technology

<none>
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Public Cloud

KUBERNETES CLUSTER

QAT

Node

Node

BIG-IP

Virtual Edition(s)

F5 CONTAINER 

INGRESS SERVICES

Inspecting 
Traffic

K8s Node Labels

COTS/COTS+ matchmaking

Ingress examples

Security (PAC, DDOS)

Encrypt/Decrypt

Traffic steering

Traffic re-encrypted 

(using Intel® QAT 

offload) and sent to 

another destination in 

Public Cloud

Encrypted

Unencrypted

QuickAssist

Technology

<none>
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Intel booth B14 F5 Networks booth C6

Visit us to see demonstrations at:
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