CASE STUDY
Telecommunications

Telefónica Leverages VDC Service
Network Capacity by Adopting Intel
Technology in its SDN
Telefónica has managed to leverage the capabilities of Intel® Ethernet Converged
Network Adapter XL710 network cards in virtualized network environments, enabling
it to exploit network components fully and configure multiple high capacity links
per server. Removing restrictions to network access enables the company to offer its
customers higher capacity servers, for both CPU and memory, while maintaining at all
times the flexibility found in Software Defined Networks (SDN).
•	Virtualized Data Center by Telefónica
has adopted the latest innovations in
virtualization technology and network
management built in by VMware into
its NSX product.
•	Telefónica has made the most of
updating the network virtualization
platform to review VDC server
architecture.
•	The results allow for much better
utilization of the bandwidth available
in the physical network and, indirectly,
increased service scalability.
•	Increasing the bandwidth and
reducing use thanks to Intel 710
network cards allows for an increase
in virtual machine density per server
as well as in computing resources
available to clients.

Telefónica Business Solutions is the Telefónica Group’s unit dedicated to managing
at a global level business segments for enterprises (big companies and SMEs),
MNCs (Multinational Corporations), wholesale (fixed-line and mobile telephone
carriers, ISPs and content providers) and roaming. Business Solutions develops an
integrated, innovative and competitive portfolio for the B2B segment, including
telecommunications services and digital solutions (big data, cloud, IoT and
security).
Telefónica Cloud aims to help customers of the Telefónica Group in their digital
transformation. It provides a wide variety of cloud computing solutions, ranging
from hiring space at data centers to comprehensive IT management solutions,
all fully integrated with Telefónica Business Solutions’ communications services.
Telefónica Cloud’s portfolio of cloud services delivers the simplest, most secure
and economic way of scaling customer operations with the latest technology,
including virtual infrastructure services (IaaS), key-in-hand applications (SaaS) and
employee mobility, in self-managed mode as well as in a fully integrated portfolio
of end-to-end managed services.

Virtual Data Center
Virtual Data Center (VDC) is Telefónica’s IaaS service that provides customers
with the same capabilities and network topologies, security and reliability they are
used to in their own data centers, but with the added advantages of virtualization,
automation and cloud computing technologies. VDC enables the creation of virtual
IT environments that combine computing resources (virtual machines), storage,
networks (internal, Internet connectivity and MPLS Virtual Private Networks) and
value added services (backup, monitoring and disaster recovery), meeting the
needs and quality standards required in a corporate IT environment. VDC allows
you to plan a risk-free strategic move to the cloud, keeping existing investments, as
well as creating hybrid (VDC-private cloud) and dedicated environments (dedicated
VDC).
VDC is currently available in 8 countries: Argentina, Brazil, Chile, Colombia, Mexico,
Peru, Spain and United States. VDC is based on VMware technology, together with
a series of Telefónica’s own developments and third-party value added services.
As with regard to hardware, there are different generations and configurations of
virtualized servers available, all with Intel® processors. As regards connectivity,
software defined networks have been a key element for VDC from the outset.
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Firstly, for reasons of scalability. As VDC customers usually
deploy complex topologies with a large number of virtual
networks, traditional network virtualization solutions (for
example, VLAN, with a limit of 4096 virtual networks per L2
pod) were not sufficient to meet demand under the high-density
levels present in the service. The Virtual Extensible Local Area
Network (VXLAN) overlay networking technology allows you
to overcome these constraints, enabling the deployment of
millions of virtual networks in the same management domain
without affecting isolation levels or quality of service. Moreover,
it enables you to detach the virtual networks from the physical
topology of the underlying network, facilitating the adoption of
more modern, scalable architectures, without the restrictions of
the traditional L2 pods.

Secondly, software defined networks allow you to automize
the deployment of the aforementioned client architectures,
guaranteeing fast, efficient and reliable provisioning
while maintaining a varied and flexible catalog of network
topologies. These features are of key importance in a service
like VDC, where the diversity and sophistication of customer
network topologies often coexist with advanced connectivity
needs, such as interconnection with MPLS Virtual Private
Networks (VPNs) or the extension of networks towards data
centers managed by Telefónica to enable interconnection
with customer “legacy” infrastructure.

The first to try out innovations
In the framework of constant service evolution and with
the aim of delivering the most advanced technology to
customers, VDC has recently adopted the latest innovations
in virtualization and network management added by VMware
in its NSX product. This adoption has been implemented in
a way that is compatible with the existing architecture, there
by helping continuity of service at all times. Customers,
who benefit from the moment go from the enhanced
performance and scalability added, can start to adopt the
new network functionality at their own pace and depending
on their needs.
Aligned with the objectives of increasing scalability and
enhancing features, Telefónica has made the most of
updating the network virtualization platform to review VDC
server architecture. Specifically, the acceleration capabilities
for virtualized networks available in Intel cards, both in the
710-Q1 40 GbE family and in Intel® Ethernet Server Adapter
I350 10 GB, have been identified as one of the solutions with
the greatest potential for improvement.
With the aim of quantifying this improvement and
determining the optimal server architecture for the service,
proof of concept was conducted with 6 Dell PowerEdge R730
servers (three emulating the VDC management domain and 3
the client domain), all of which are equipped with two Intel®
XL-710Q1 cards configured in a combination of 2 x 40 GbE
links (80 Gbps) towards DELL EMC NSX-certified switches.

Removing barriers
Although there are many benefits to software defined
networks, we cannot get away from the fact that they
introduce a degree of overhead that can have a negative
impact on features. First, due to the headers inserted by
the network virtualization protocols, which decrease the
effective space available for customer data in each datagram.
However, this factor is barely noticeable in high capacity
networks.
Nevertheless, packet processing tasks (segmentation/
re-assembly, header generation and CRCs, VXLAN
encapsulation, etc.) that the virtual switch must carry out on
each server should also be taken into account. Although the
bandwidth available for servers has increased considerably
over recent years, the average size of user datagrams has
stayed almost constant. This translates into a highly
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significant increase in the number of packets per second
that the virtual switch has to process, which usually creates
a bottleneck that prevents users from leveraging the full
capacity of network interfaces dedicated to VXLAN traffic.
This proves particularly restrictive in the case of servers
equipped with multiple high capacity cards (2 x 25 GbE, 2 x
40 GbE).
The acceleration solutions available in Intel network
interfaces have played a key role in enabling these barriers
to be removed. Thanks to the VXLAN-aware Receive Side
Scaling (RSS) and Large Send Offload (LSO) capabilities
provided by these cards, it has been possible to offload the
virtual switch of the encapsulation and traffic processing
tasks mentioned above, which are carried out much more
efficiently via hardware. This enables speeds of 80 Gbps to
be reached in VXLAN traffic on the 2 x 40 GbE links available
in the proof of concept servers. There is also a negligible
difference in performance, measured in terms of bandwidth
and latency, when comparing the behavior of VXLAN traffic
to non-virtualized native network traffic. All the technical
details of this process can be found in the Telefónica
Business Solutions group’s engineering blog*.

Evaluating the results
The rise in effective bandwidth in each server and reduced
CPU use associated with VXLAN traffic processing
obtained by adopting Intel Ethernet Converged Network
Adapter XL710 allows for an increase in the density of
virtual machines per server and extends the computing
resources available for VDC service clients.
The findings are therefore hugely positive, as they
allow users to leverage the bandwidth available in the
physical network much better and, indirectly, increase
the scalability of the service. This is the reason why
these types of cards have started being adopted in new
generations of servers deployed in the framework of the
evolution and renewal of hardware for VDC service. One
of the first VDC nodes to adopt this technology will be
the Mexico point of presence, where servers with these
features have already been incorporated as part of the VDC
3.2 deployment.
In addition, Telefónica is working on the next release
of the Virtual Data Center service (4.0), analyzing which
new technologies can be added in order to develop
new capabilities. For this purpose, it is collaborating
with Intel to assess the next generation of Intel® Xeon
Scalable processors, the new Scalable platform, as
well as the evolution of network cards. In this case, the
greatest advances are expected in server and processor
architecture, as this is where there is a differential
technological change.
Telefónica has received the support and assistance of
several of its technology partners on this project. Dell
EMC has been responsible for providing the computing
and network equipment, also participating through the
involvement of technical specialists. Intel has collaborated
in the design and evolution of the server architecture,
providing hardware optimized for virtualization. Moreover,
VMware has contributed the software and specifically the
SDN virtualization and orchestration platform.
* Group’s engineering blog: https://engineering.telefonica.com/maximizingperformance-in-vxlan-overlay-networks-ec35ebe29440
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Equipment details
2 x Dell S6000 switches
• Broadcom StrataXGS Trident II chipset (BCM56850)
• Intel Atom processor
• 2.56 Tbps (1.28 Tbps FDX) / 1.44 Bpps / 550-900ns
• HW-based L2 VTEP Gateway
• 32 x 40 GbE ports

1 x Dell S4048 switch
• Broadcom Trident II chipset (BCM56854)

Learn more
Learn wich Intel Xeon processor is best suited to your
business for delivering cloud computing, real-time analytics,
and processing for mission-critical workloads by visiting
intel.com/xeon.
The solutions Library on the Intel Builders home page can help
you find reference architectures, white papers, and solution
briefs like this one that can help you build and enhance
your data center infrastructure: https://builders.intel.com/
solutionslibrary.
You can also follow Intel Builders on Twitter*, by using
#IntelBuilders.

• Intel Atom processor
• 1.44 Tbps / 1 Bpps / 550-900ns
• HW-based L2 VTEP Gateway
• 48 x 10 GbE + 6 x 40 GbE ports

3 x Dell PowerEdge R730 servers (Management Cluster)
• 2 x Intel E5-2620v4 processor @ 2.10 GHz
• 64 GB RAM (4 DIMMs DDR4 x 16 GB @2133 MHz)
• 2 x 8 GB Dell Internal Dual SD Module (Redundant)
• 4 x 600 GB SAS HDD @ 10k (RAID5)
• 1 x Intel I350/X710 NIC (2 x 1Gb BT + 2 x 10 Gb SFP+)
• 2 x 1-port 40 GbE Intel XL710-Q1 NIC

3 x Dell PowerEdge R730XD servers (Service Cluster)
• 2 x Intel E5-2620v4 CPU @ 2.10 GHz
• 96 GB RAM (6x16 GB DDR4 @2133MHz)
• 2 x 300 GB SAS HDD @ 10k (RAID1)
• 1 x 800 GB SSD (vSAN)
• 4 x 1.2 TB SAS HDD @10k (vSAN)
• 1 x Intel I350/X710 Intel NIC (2 x 1 Gb BT + 2 x 10 Gb SFP+)
• 2 x 1-port 40GbE Intel XL710-Q1 NIC

Software
• VMware vSphere 6.0 U2
• VMware NSX 6.2.4
• VMware vCloud Director 8.10
• VMware vCloud Director ANS beta

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. Performance varies depending on system
configuration. No computer system can be absolutely secure. Check with your system manufacturer or retailer or learn more at intel.com.
Intel disclaims all express and implied warranties, including without limitation, the implied warranties of merchantability, fitness for a particular purpose, and non-infringement, as well as any
warranty arising from course of performance, course of dealing, or usage in trade.
Performance estimates were obtained prior to implementation of recent software patches and firmware updates intended to address exploits referred to as “Spectre” and “Meltdown.”
Implementation of these updates may make these results inapplicable to your device or system. Software and workloads used in performance tests may have been optimized for performance
only on Intel microprocessors. Performance tests, such as SYSmark and MobileMark, are measured using specific computer systems, components, software, operations and functions. Any
change to any of those factors may cause the results to vary. You should consult other information and performance tests to assist you in fully evaluating your contemplated purchases,
including the performance of that product when combined with other products. For more complete information visit: http://www.intel.com/performance
For more complete information about compiler optimizations, see our Optimization Notice https://software.intel.com/en-us/articles/optimization-notice#opt-en
Intel, the Intel logo, and Xeon are trademarks of Intel Corporation in the U.S. and/or other countries.
*Other names and brands may be claimed as the property of others
© 2018 Intel Corporation. All rights reserved.

4

