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ZeroFOX Uses Intel® AI Technologies
to Protect Businesses Against Targeted
Social and Digital Attacks
The Intel Distribution of OpenVINO™ toolkit accelerates threat detection
and remediation up to 2.3X faster1
Social media and digital platforms are among the primary business and communication platforms leveraged by modern organizations. Thus, organizations invest
immense resources into social media. However, businesses struggle with the scale,
the public’s presumed trust, and lack of visibility into and across these platforms
creating some of the most challenging attack surface protection issues for
modern organizations.
As with all connected operations, digital platforms are vulnerable to threats,
ranging from account compromise, malware and phishing scams, and fraudulent
profiles to executive threats and brand reputation damage. As companies engage
more deeply with social media and digital platforms, they must contend with a
multitude of information security and business risks intertwined in the shares,
pins, and posts spanning methods that include targeted phishing, social
engineering, account takeover, piracy, fraud, and more. As digital platforms
continue to dominate business communications, security teams must work on
attack surface protection challenges posed by digital and social media platforms,
and find ways to protect their organizations.

Detecting and Remediating Attacks and Threats with ZeroFOX
Attackers use digital platforms to scam customers, advertise counterfeit goods,
promote pirated content and extort employees. Increasingly, these malicious actors
obfuscate attacks with embedded images and video manipulation, which evade
traditional detection methods. Financial fraud on social media and the web, stolen
credit cards and identities advertised via criminal online marketplaces, or realistic
looking video impersonations known as deepfakes are all examples of these next
generation risks. These are difficult to detect for untrained systems, let alone human
beings—five minutes of video can present over 9,000 image frames that require
analysis. Doing so at the scale of today’s social media and digital platform volumes
challenge many powerful AI machines commercially available.
ZeroFOX is an intelligent system that helps stop malicious activity and reduces risk
by quickly identifying fake accounts and content, taking down customer scams
and stopping fraudulent bot accounts before they can cause critical damage.
The platform identifies and remediates targeted phishing attacks, credential
compromise, data exfiltration, brand hijacking, executive and location threats,
and more. The patented ZeroFOX SaaS technology daily processes and protects
millions of posts, messages, and accounts across the digital landscape. ZeroFOX
safeguards modern organizations from brand and physical risks across social,
mobile, web, and collaboration platforms.
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The ZeroFOX platform uses diverse data sources, artificial
intelligence-based analysis, and automated remediation
to protect customer attack surfaces by providing critical
visibility and controls, built-in logging, archiving capabilities,
and prebuilt compliance policies. Running in the cloud,
ZeroFOX’s object analysis algorithms leverage deep
learning to perform accurate object detection at scale.
To build a reliable solution, images from a wide variety
of sources (websites, deep/dark web, social networks,
marketplaces, etc.) on the Internet were classified by the
ZeroFOX model to detect the presence of threatening objects
within images. This process (and others) take an enormous
amount of compute for detection. Speeding the analysis was
crucial to gaining faster time to insight and threat remediation.

Accelerating ZeroFOX Performance
Up To 2.3X1 with Intel Distribution
of OpenVINO Toolkit
The original ZeroFOX model was built on a standard YOLO
(You Only Look Once) algorithm. YOLO-based models are not
natively optimized for inferencing on Intel® architecture (IA).
They do not always take advantage of Intel technologies built
into the latest Intel processors, such as Intel Deep Learning
Boost in 2nd Generation Intel Xeon® Scalable processors.
ZeroFOX implemented the Intel Distribution of OpenVINO
toolkit in their service, which included an optimized YOLO
model. The Intel Distribution of OpenVINO toolkit allows rapid

deployment of applications and solutions that incorporate
computer vision and deep learning. The toolkit includes
industry-standard models based on Convolutional Neural
Networks (CNN) that have been optimized for fast inference
on Intel architecture. When compared with the original YOLO
topology, the model optimized with the Intel Distribution
of OpenVINO toolkit accelerated the workload because it
removed unnecessary computations and exploited the
high-performance instruction set of Intel Xeon processors.
Using the Intel Distribution of OpenVINO toolkit, final test
results using Intel-powered technologies demonstrated
performance improvements up to 2.3X1 faster than previous
technologies’ times, reducing system latency by up to
50 percent.1

Conclusion
Many of the biggest security risks for businesses today
come through the expanding attack surface—social and
digital platforms. The ZeroFOX service helps protect
against such attacks through AI-based analysis and
automated remediation. The optimized solution running
on Intel AI technology facilitates faster time to insights
and reduced likelihood of timeouts for the model service
compared to a non-optimized version. Running on Intel
technologies helps analyze more images and alert on
more threats for more customers.

ZeroFOX SaaS Technology
Processes and protects millions
of posts, messages, and accounts
across the digital landscape.
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For more information about ZeroFOX, visit https://www.zerofox.com.
Learn more about ZeroFOX in action by reading these case studies.
Case Study Library: http://bit.ly/ZFcasestudies
•R
 oyal Farms explains their Life Before and After partnering with ZeroFOX:
http://bit.ly/ROFOcasestudy
•B
 etter Understand Digital Footprint and Visibility in Financial Organizations:
http://bit.ly/UKBig4Bank
•A
 n Ivy League University saw a 30% Decrease in Diploma Scams:
http://bit.ly/IvyLeagueUniversity
•C
 ustom rules support increased security with First Command:
http://bit.ly/FirstCommandcasestudy

ZeroFOX is a member of the Intel AI Builders Program, an ecosystem of industry-leading
independent software vendors (ISVs), system integrators (SIs), original equipment
manufacturers (OEMs), and enterprise end users, which have a shared mission to
accelerate the adoption of artificial intelligence across Intel platforms.

1. Yolo V3 Inference Performance on Intel® Xeon® Platinum 8124 Processor:
	NEW: Tested by ZeroFOX as of 10/7/2019. AWS c5.2xl EC2 instance with 1 socket Intel® Xeon® Platinum 8124 Processor, 8 cores HT On Turbo ON
Total Memory 16 GB, Host Ubuntu 18.04.1 LTS - 4.15.0-1021-aws.x86_64, Docker OS Ubuntu 18.04.1 LTS, Python 3.6.8, Image/CV Framework:
OpenCV 4.1.2-openvino, Deep Learning Framework: OpenVINO 2019 R3 release - https://software.intel.com/en-us/openvino-toolkit, Neural Network
Architecture: Yolo V3, Compiler: gcc 7.4.0, Instruction Set: AVX-512, Inference BS=1, serial inference, Image Size=416x416x3 Datatype: FP32
	BASELINE: Tested by ZeroFOX as of 10/7/2019. AWS c5.2xl EC2 instance with 1 socket Intel® Xeon® Platinum 8124 Processor, 8 cores HT On Turbo ON
Total Memory 16 GB, Host Ubuntu 18.04.1 LTS - 4.15.0-1021-aws.x86_64, Docker OS Ubuntu 18.04.2 LTS, Python 3.6.8, Image/CV Framework: OpenCV
4.1.0, Deep Learning Framework: OpenCV 4.1.0 - https://github.com/opencv/opencv/archive/4.1.0.zip, Neural Network Architecture: Yolo V3, Compiler:
gcc 7.4.0, Inference BS=1, serial inference, Image Size=416x416x3, Datatype: FP32
Performance results are based on testing as of dates shown in configuration and may not reflect all publicly available security updates. No product or
component can be absolutely secure. See configuration disclosure for details.
Optimization Notice: Intel’s compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations that are not unique
to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3 instruction sets and other optimizations. Intel does not guarantee the
availability, functionality, or effectiveness of any optimization on microprocessors not manufactured by Intel. Microprocessor-dependent optimizations
in this product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel microarchitecture are reserved for Intel
microprocessors. Please refer to the applicable product User and Reference Guides for more information regarding the specific instruction sets covered
by this notice. Software and workloads used in performance tests may have been optimized for performance only on Intel microprocessors.
Performance tests, such as SYSmark and MobileMark, are measured using specific computer systems, components, software, operations and functions.
Any change to any of those factors may cause the results to vary. You should consult other information and performance tests to assist you in fully
evaluating your contemplated purchases, including the performance of that product when combined with other products. For more complete information
visit: http://www.intel.com/performance
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